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ACM

Assistant Casino Manager

ACIP

Applicable Customer Identification Process

Allens

Allens Linklaters acting for Crown

ANZ

Australia and New Zealand Banking Group

AML

Anti-Money Laundering

AML/CTF Act, the Act

Anti-Money Laundering and Counter-Terrorism Financing Act 2006

AUD, A$ Australian dollar
AUSTRAC Australian Transaction Reports and Analysis Centre
Bergin Inquiry New South Wales Independent Liquor and Gaming Authority Inquiry into Crown Sydney

to hold a restricted gaming licence (Inquiry under section 143 of the Casino Control Act

Bergin Report

Report of the Bergin Inquiry dated 1 February 2021

Cage

The cash desks within the casino where customers may exchange chips and TITOs for
cash, transact on their DAB Accounts, exchange notes and currency

Casino Control Act

Casino Control Act (1991) (Victoria) as amended

CCFCO

Chief Compliance and Financial Crime Officer

CBA

Commonwealth Bank of Australia

CcDD

Customer due diligence

chips

Physical tokens issued by each Crown casino

Commissioner

The Hon Raymond Finkelstein AO QC - Commiissioner and Chairperson of the RCCOL

Corrs

Corrs Chambers Westgarth

Counsel Assisting

Adrian Finanzio SC, Penny Neskovcin QC, Geoff Kozminsky and Meg O'Sullivan — each
Counsel Assisting RCCOL

CML

Crown Melbourne Limited, the licensee of the Melbourne Casino

Croupier

Casino employee who runs a table game, also referred to as a dealer

Crown

Crown Resorts Limited and related and associated entities

Crown Resorts

Crown Resorts Ltd

Crown Sydney

Crown Sydney Gaming Pty Ltd

CSEL

Casino Special Employee Licence

CTF

Counter-Terrorism Financing

Customer

Used interchangeably with ‘patron’

Cvi

Casino Value Instrument, includes chips and TITOs

DAB Account

An account of funds advanced by a patron to Crown for the purposes of accessing for

DAB balance data

DAB Account data comprising the balance of all patron DAB Accounts with balances as
at 15 June 2021, received by McGrathNicol from Crown on 18 June 2021

DAB transaction data

DAB Account data comprising all transactions recorded for Patron Accounts in the period
1 January 2019 to 15 June 2021, received by McGrathNicol from Crown on 18 June 2021

DBG

Designated Business Group as deifined in the AML/CTF Act
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DD Due diligence
Dealer Casino employee who runs a table game, also referred to as a croupier
the Deloitte Report Phase 1 Report dated 26 March 2021 in which Deloitte provides an independent

assessment of the design and operation effectiveness of controls in respect of patron
accounts (DTT.005.0001.0038)

DOB Date of birth

eTG Electronic table game including semi—automated (where a live croupier deals the or spins
the roulette wheel but players place bets on an electronic device) and fully automated
where the deal, spin and bets are all electronic

ECDD Enhanced customer due diligence

EGM Electronic gaming machines, also knowns as pokies, poker machines, slots or slot
machines

EOM Executive Office Memorandum

EWRA Enterprise-Wide Risk Assessment

FCCCP Financial Crime and Compliance Change Program

FCP Financial Crime Program

First line of defence Employees responsible for implementing controls and processes to deter, detect and

report ML/TF activity

Gaming floor Gaming floor includes all areas of the Crown casino complex which are licensed for the
conduct of gaming activities

HKD Hong Kong dollar
ILGA Independent Liquor and Gaming Authority (New South Wales)
Initialism TM Report Initialism’s report dated April 2021 in relation to its review of Crown’s Transaction

Monitoring (IN1.0004.0001.0172)

KYC Know Your Customer actions and requirements under the AML/CTF Act and Rules
McGrathNicol McGrathNicol Advisory
Melbourne Casino, the Casino Casino located at 8 Whitman Street, Southbank and operated by Crown Melbourne

Limited under a licence granted pursuant to the Casino Control Act 1991

Member Member of Crown Rewards loyalty program

ML Money laundering

ocDD Ongoing customer due diligence

OTF "On the floor" meaning in the Gaming floors in the casino

Patron Used interchangeably with ‘customer’

Patron Account A Crown bank account into which patrons can deposit funds to credit to their DAB
Account

PBA Patron Account

PBA data The Patron Account transaction data provided to Deloitte by Crown for all Patron

Accounts for the period 1 July 2019 to 22 February 2021 and received by McGrathNicol
on 23 June 2021

PEP Politically Exposed Person as defined in the AML/CTF Act

POI Person of interest (generally in the context of a person whose behaviour is under
scrutiny for the purposes of determining whether to issue a WOL).

Promontory Consultancy firm, Promontory Australasia (Sydney) Pty Limited
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the Promontory Report

Phase 1 report dated 24 May 2021 in which Promontory provides an independent
assessment of Crown'’s AML vulnerability (CRW.512.086.003)

RBA

Rules based assessment

RCCOL

Royal Commission into the Casino Operator and Licence

Rewards, Crown Rewards

A loyalty program through which members can earn points to redeem for goods and
services if they present their card whilst gaming or purchasing goods and services

Riverbank

Riverbank Investments Pty Ltd — subsidiary of Crown Resorts Ltd

Rules

Rules under AML/CTF Act

Second line of defence

Employees responsible for reviewing the efficacy of controls implemented and performed
by the first line of defence (eg AML team, AML assurance employees)

Sentinel Rules

Rules within the Sentinel program to match current and emerging ML/TF typologies and
risks as they are described by the relevant peak bodies (such as AUSTRAC)

SPR Significant Player Review

SK Safekeeping accounts

SMR Suspicious Matter Report; a report to be made to AUSTRAC where a reporting entity has
a suspicion of ML/TF activity

SOF Source of funds

Solicitors Assisting or SA

Solicitors to the RCCOL, Corrs Chambers Westgarth

SOP Standard Operating Procedure

Southbank Southbank Investments Pty Ltd — subsidiary of Crown Resorts Ltd
SOwW Source of wealth

SYCO The casino management system

TA Transfer Acknowledgement

Table games

Gaming undertaken at tables; includes baccarat, blackjack, roulette, poker

TF Terrorism Financing

TITO Ticket-in ticket-out a form of stored value (CVI) used for electronic machines and table
games

TRT Ticket redemption terminal where TITOs can be redeemed for cash to a limit

TTR Threshold Transaction Report — a report made to AUSTRAC for cash transactions in
excess of $10,000

UAR Unusual Activity Report — an internal report made by casino employees if they identify
behaviours which may indicate, inter alia, ML/TF activity

VCGLR Victorian Commission for Gambling and Liquor Regulation

WoL Withdrawal of Licence — an exclusion from the premises initiated by Crown

2LD Second line of defence
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1 Executive Summary

This second edition of our report updates the Report issued on 5 July 2021 in the following manner:

(a) Update to Tables 8 and 9 arising from information received regarding debts owed by patrons to the Melbourne casino
and reconciliation of patron account balances and most recent transactions.

(b) Consequential changes arising from a) in particular to item 2 on page 13.

(c) Correction to quotation at 8.6.3

(d) Minor typographical and formatting corrections and expansion of certain glossary terms.

1.1 Scope of investigations, review and report

1.1.1 The scope of our work covers the key areas of interest shown in Table 1 as instructed by the solicitors assisting
the Royal Commission into the Casino Operator and Licence (RCCOL).
Table 1

Area of interest Matters addressed

Indications of money laundering | Addresses the finding of the independent inquiry conducted by Patricia Bergin
on Patron Accounts pursuant to s143 of the Casino Control Act 1992 (NSW) that there had been
indications of money laundering in certain bank accounts controlled by Crown.

Review new AML (Patron Addresses the effectiveness of new controls implemented to mitigate the risk of
Account) controls money laundering through Crown accepting deposits from patrons.
Analysis of patron transactions An analysis of the transactions recorded in the Patron Accounts and recorded in

Patron DAB Accounts for the period from 1 July 2019 to identify transactions which are
potentially indicative of money laundering.

Transaction Monitoring Processes | Addresses the processes undertaken to monitor transactions to identify money
laundering indicative transactions or behaviours, specifically the status and likely
effectiveness of the recently introduced automatic monitoring tool, Sentinel.

Know Your Customer (KYC) Addresses KYC processes and controls and assesses their adequacy and compliance
with legislative requirements.

Financial Crime and Compliance Considers the current state assessment of Crown’s Financial Crime and Compliance
Change Program (FCCCP). functions as assessed by Crown’s recently appointed Group Chief Compliance and
Financial Crime Officer, Steven Blackburn, and assesses the key elements of and risks
to the pathway to uplift Crown’s anti-money laundering functions as proposed in the
Financial Crime and Compliance Change Program.

Money laundering Addresses the risks of money laundering occurring on the gaming floors of the casino
"on the floor” (OTF) and the controls in place to mitigate the risks and deter, detect and report incidences
of money laundering indicative transactions or behaviours.

1.1.2 In accordance with our instructions our work has focussed on the current and proposed future state of Crown's
operations and accordingly, we have not investigated past issues except:

(@) To the extent necessary to inform the extent of change recently implemented or proposed; and

(b) In respect of the look back at patron transactions in the bank accounts and DAB Accounts.
1.2 Overview of work performed
1.2.1 The scope has been addressed by undertaking the following investigative procedures:

(@) Desktop review of relevant documents obtained from various parties under notices to produce issued by
the RCCOL and provided to McGrathNicol by the Solicitors Assisting the RCCOL;

(b) Guided tours of the Melbourne Casino;
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(c) Interviews with a number of senior employees;

(d) Issue of questionnaires which were completed by certain senior and management employees;
(e) Survey of significant number of on the floor staff;

(f) Survey of second line of defence staff;

(9) Focus group discussions with small groups of Crown Casino floor staff; and

(h) Focus group discussion with a small group of Crown employees with roles involving AML control
oversight.

In the course of our work we have experienced full co-operation and timely assistance from Crown personnel
and Allens Linklaters (acting for Crown) as required to set up the interviews, surveys and focus groups.

Context and reliance on work of others
Our review has been undertaken in a dynamic environment which has influenced our approach.

During the course of our engagement, Crown has been undergoing significant internal review and changes have
been made to personnel, reporting structures, policies and processes relevant to our work.

We have referenced several documents prepared by Crown in respect of these reviews and changes to inform
our work, specifically:

(a) Mr Blackburn’s Financial Crime and Compliance Change Program presented to and accepted to the Board
on 24 May 2021; and

(b) Reports prepared by Mr Weeks which track Crown’s progress against the remediation plan agreed with
the Independent Liquor and Gaming Authority (NSW).

In addition, aspects of Crown’s control framework and operations relevant to our work have been subject to
external review and investigation by third parties who have direct access to Crown personnel, systems and
exemption from the tipping off rules." We have used the reports issued by the following advisers to inform our
work:

(a) Deloitte’s Phase 1 report dated 26 March 2021 in which Deloitte provides an independent assessment of
the design and operation effectiveness of controls in respect of patron accounts (the Deloitte Report);?

(b) Promontory’s Phase 1 report dated 24 May 2021 in which Promontory provides an independent
assessment of Crown’'s AML vulnerability (the Promontory Report);® and

(c) Initialism’s report dated April 2021 in relation to its review of Crown’s Transaction Monitoring (Initialism
TM Report).

Our work has also been informed by:

(a) The report dated 1 February 2021 of the inquiry conducted by Patricia Bergin SC pursuant to section 143
of the Casino Control Act 1992 (NSW) (the Bergin Inquiry and the Bergin Report); and

(b) Consultation with Ms Rachel Waldren of Murray-Waldren Consulting, a subject matter expert in AML/CTF
legislation and compliance.®

We have relied upon the documents sourced and reports prepared by others only where we are satisfied that
the work undertaken by others is sufficient and appropriate to support their findings and the evidence they cite
is not inconsistent with our findings or observations. All use of these reports is specifically referenced within this
report.

T AML/CTF (Exemption Crown Entities) Instrument 202 (No 11) dated 14 April 2021
2 DTT0005.0001.0038

3 CRW.512.086.003

41N1.0004.0001.0172

5 murraywaldren.com
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14 Overall Findings and Observations

1.4.1 Table 2 below sets out our overall findings and observations derived from our investigations and analysis. Our
findings and observations in relation to each area of the scope follow. All findings and observations are to be
read in conjunction with this report in its entirety, including the scope of work (section 2.3) and limitations
(section 2.6).

Table 2

Overall Findings and Observations

1. Crown’s remediation of its approach to management of ML/TF risk and fulfilment of its obligations to deter, detect
and report ML/TF activity is a work in progress and is far less advanced than could reasonably be expected of an
entity which has been providing gaming services for some 30 years and subject to obligations to operate a risk
based AML/CTF Program to mitigate and manage risk for some 15 years.

2. Crown’s journey towards a modern and effective AML/CTF regime appears to have been seeded in or about 2017¢

however little progress appears to have been made until around September/October 2020. At this time, the Bergin

Inquiry was uncovering evidence of behaviours and transactions indicative of money laundering and Crown took

steps to:

= Introduce several significant AML focussed policy and process changes;

= Initiate the recruitment of a senior leader to the position of Group Chief Compliance and Financial Crime
Officer; a new role with direct reporting lines to both the Board and the Group CEO, taken up by Mr Blackburn
from 24 February 2021; and

=  Significantly expand the headcount in its AML related functions by some 40 FTE such that there were
approximately 50 FTE by the end of May 2021.

Our survey taken in June 2021 indicates that Crown employees are of the view that Crown has made progress. The
chart below shows how survey respondents assessed the likelihood of money laundering happening at Crown now
as compared to "before”.”

Proportion of all respondents assessment of likelihood of ML occuring at Crown

- Comparison between Before and Now

- -

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

@ Very unlikely Unlikely Likely mHighly likely = Extremely likely

Source: McGrathNicol survey of Crown employees June 2021
As the chart shows in respect of money laundering at Crown Melbourne before COVID-19 and now:
= The proportion of respondents who consider it Highly or Extremely Likely has almost halved to 23%.
= The proportion of respondents who consider it Very Unlikely or Unlikely has doubled to almost 50%.
= Fewer, but still more than 10% of respondents consider that it remains Extremely Likely.

The comments provided with these responses indicate there is a general view that there will always be money
laundering at a casino in particular because un-carded?® activity below the $10,000 transaction threshold cannot be
tracked and is not reported unless it observed to be suspicious.

€ This date was mentioned by employees in focus groups and surveys and t coincides with the recruitment of Ms Louise Lane as Group General Manager
AML

7Before” was described as “pre-COVID" as a proxy for the time before the Bergin Inquiry, COVID impact on international clientele and the cessation of junkets
£ Transactions with and play by persons who do not have a Crown Rewards card and can remain anonymous, and where there is no obligation to report their
transactions of less than $10,000
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3. Mr Blackburn reviewed the status of Crown’'s AML functions and presented his assessment of the current state of
what he describes as the financial crime and compliance eco-system to the Board on 24 May 2021. Mr Blackburn
states that that “"Crown Group has significantly invested in its financial crime program over the last year and a half'®
and assesses the current state as at 31 May 2021, following that investment.

This places the significant investment and changes referred to as having occurred subsequent to:
*  the appointment of Ms Bergin SC to conduct an inquiry pursuant to s143 of the Casino Control Act (1992)

(NSW); and

» the introduction of several significant AML focussed policy and process changes which particularly target
potential indicators of money laundering identified in the Bergin Inquiry.

4. Notwithstanding significant investment and the changes over the previous 18 months Mr Blackburn assesses the
overall current maturity of the financial crime program (FCP) at 31 May 2021 as “foundational” with the
majority of elements being "foundational” and some elements being “initial” or “transitioning to foundational”.'

The attributes which result in Mr Blackburn’s assessment of Crowns FCP as “foundational” and our comments as set
out below lead to our view that if the FCP is foundational, it is only barely and recently so.

Attribute of “foundational’

Having a compliant joint
AML/CTF Program

Most processes documented

Foundational resources and
capability in place

Largely manual processes
deployed

Basic controls and systems are
operating.

McGrathNicol view

An investigation of Crown's compliance with the AML/CTF Act and

Rules is not within the scope of our engagement. However we observe

that a prerequisite for the development of a compliant AML/CTF

Program is a risk assessment so that the program can meet the

requirements that it be risk-based and take into account the size,

nature and complexity of the business as required by the Act and the

Rules.

We also note that:

= Mr Blackburn's FCCCP includes a plan to undertake an enterprise
wide (ML/TF) risk assessment to be completed by December 2021.

= The prevailing joint AML/CTF Program (November 2020) does not
refer to an underlying risk assessment and, as a result, the
program presents as a restatement of the requirements of the Act
and Rules and lacks the tailoring expected.™

On this basis, we question whether Crown’s Joint AML/CTF Program is

compliant at this time.

Policies and processes are documented but lack a clear hierarchy. This
is an issue also being addressed in the FCCCP.

In May 2021 the personnel in AML/CTF functions numbered
approximately 50 employees which we understand was an increase of
more than 40 positions over the preceding 6 months. The FCCCP
proposes recruitment for a further 50-60 positions to bring the team to
a headcount of approximately 110. We would we agree that resources
are foundational, but this state has only been achieved in very recent
months.

This assessment aligns with our observations and raises questions
about the sustainability of the AML/CTF function.

This assessment aligns with our review of controls, but we note that
several significant controls have been introduced only in the last 6-8
months.

9 Statement of Steven Blackburn to RCCOL 7 June 2021 CRW.998.001.0036

"0 Ibid paragraph 8 and CRW.512.081.1750

1 This conclusion was reached in consultation with Ms Rachel Waldren, an AML/CTF compliance expert of Murray-Waldren Consulting

Wwww.mu rraywa\dren,com
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The Financial Crime & Compliance Change Program is a roadmap for significant development and change in
Crown'’s financial crime and compliance program over the period to December 2022. It was developed by Steven
Blackburn, Chief Compliance and Financial Crime Officer (CCFCO) and approved by the board on 24 May 2021. Mr
Blackburn is responsible for its implementation.

By any measure it is an ambitious plan aiming to raise the maturity of the financial crime and compliance regime
from “foundational” to “advanced” by December 2022. At the same time it is necessary if Crown is to comply with
its obligation to have an AML/CTF Program which is risk based and commensurate with the size and complexity of
the organisation, and ensure the management and operation of the casinos remains free from criminal influence or
exploitation as envisaged by the Casino Control Act 1991 (Vic) (section 1(a)(i)).

Over and above the $21.7 million costs involved in doubling the already expanded financial crime and compliance
team, the plan calls for support and commitment, backed by funding, from across the business and from the board
down to the casino floor. As Mr Blackburn states in his 24 May 2021 memo to the Board:

To be successtul, each of the foregoing changes require the commitment engagement and support of the whole
organization and the Board, as well as committed funding for the longevity of the FC&C Change Program.

The risks to successful implementation are many; the critical risks are: funding, technology and people.

Funding: Mr Blackburn joined Crown from National Australia Bank having sought and been given assurances by
members of the Crown Board that he would have their backing to execute his mandate. The Board has approved
his FCCCP and the $21.7 million per annum cost in terms of increased headcount. More funding will be required in
regard to the demands of the FCCCP on other areas of the business; we are not aware that specific funding
requests have been advanced in this regard.

Technology: Mr Andre Ong, Group Chief Information Officer, leads a team of around 180 personnel in the IT team
which is supplemented by contractors as required. Mr Ong who has been with Crown for approximately 7 years,
describes his mandate as “to rationalise, centralise and uplift Crown’s IT systems” of which he believes there are
more than 300 of which 50-60 are business critical. He was consulted by Mr Blackburn in regard to the technology
requirements of the FCCCP.

Mr Ong is of the view that everyone, from the Board down understands the priority and he does not doubt that the
necessary funding will be available, but as yet the projects involved are at a very preliminary stage and are not
scoped or costed.

People: Another key dependency is attracting skilled employees in significant numbers, absorbing them and having
them quickly scale the learning curve (they are unlikely to bring casino experience) to deliver the many elements of
the program by December 2022. To assist this, the FCCCP includes an uplift in salaries for the required positions to
ensure they are market competitive.

Mr Blackburn indicates that he recognises this challenge but is confident that market salaries and the opportunity
for involvement in such a significant transformational project will be attractive to the talent he needs to supplement
Crown'’s talent, including deep casino experience, which he advises he has found to be engaged and committed to
the change.

Equally, it is our assessment that some of this talent has already been stretched working on the change program in
addition to the burdens of the various inquires, accordingly in addition to supplementing resources, strong
leadership and human resource management will be necessary to keep the team focussed and energised over an
18 month period if the FCCCP is to succeed.

It is our assessment that it is likely that the FCCCP will give rise to a significant change in Crown'’s understanding

of and performance in AML/CTF over the ensuing 18 months. We say this because:

= We consider that Mr Blackburn has the capability, track record and standing to lead such an ambitious
program. Further, he is not burdened by the history of Crown’s past underperformance and has the “fresh
eyes” advantage through having subject matter expertise honed in a different sector, which enables him to
question practices and ideas which may not be considered open to question by those with only Crown or
casino experience.

*  The FCCCP he has developed is comprehensive and the areas of priority are apt.

*  There is currently a rare window of opportunity to embed new processes and practices which may be
challenging to customers, in an environment of little international patronage and lower patronage overall.
Should Sydney Casino open, it too presents an opportunity to introduce practices and technology to bolster ML/TF

resilience in a greenfield environment which can be replicated at other properties.
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= A number of significant control changes have already been implemented and appear to be effective. We note
however that this assessment is made at a time when the casino is operating at low volumes and, moreover is
subject to intense scrutiny which would have staff on high alert and keeping would be money launderers away.
= Our sense from the surveys we conducted, and the focus groups held was that:

—  Employees in the first line of defence are ready, willing and able to do what is asked of them when it
comes to upholding the rules; but they rely on others to set them in accordance with Crown'’s values
which include “do the right thing'.

—  Employees in the AML and Compliance team have welcomed the additional resources and the priority
being given to their work. They also reported having experienced an increased level of understanding
and co-operation from the floor staff; they did not wish to imply that they did not receive co-operation
before, but they were of the view that changes and training have made their jobs easier now.

—  Overall employees had a real concern to get this right. For some this was expressed in the context of fear
that the casino licence, and therefore their jobs, are at risk; for others it was expressed in terms of
recognising they have a rare window while there is increased funding and support and they can make real
strides in what they see as purposeful work.

15 Findings and observations — specific scope areas

1.5.1 Our findings in relation to each area of our scope are summarised in Table 3 and should be read in conjunction
with the analysis in the body of the report as referenced. All findings and observations are to be read in
conjunction with this report in its entirety, including the scope of work (section 2.3) and limitations (section 2.6).

Table 3
S . Report
Scope area Findings and observations p.
section
1. Patron Patrons are able to deposit money with Crown for the purpose of future gaming. 45
Accounts There are currently 7 banks accounts available for this purpose; an AUD account for

each of Melbourne and Perth Casino and 5 foreign currency accounts.

The monies received from patrons into these bank accounts are swept into Crown’s
operational bank accounts on a daily basis. Accordingly, the bank account balance
does not represent patrons’ monies; this can only be ascertained from the DAB™
Accounts.

Patron’s monies held are not held on trust. Crown does not pay interest on patrons’
funds nor does it have prudential requirements as a bank would. This lack of
governance over funds held on behalf of customers appears at odds with the
holding of customer's monies in other sectors.

Crown accounts for patrons’ deposits in DAB Accounts and Safekeeping (SK)
accounts which are an internal record of deposits and withdrawals from the patron’s
funds. Both account categories operate under the same rules.

2 An acronym for Deposit Account Balance, but used to refer to the account which is essentially a ledger run by Crown to account for monies deposited w th

it by patrons.

12
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Report
section

Scope area Findings and observations

10 Transaction
monitoring — The sustainability of this manual review process as activity at the casinos resumes 6.4
manual cont’ post COVID-19 is questionable. Bringing on the automated Sentinel system is critical
to maintaining vigilance over activity in the bank accounts at more normal levels of
trade, in the interim, the processes require further development to build in
consistency and enable efficient review and assurance.
11. Transaction The program to develop Sentinel as an automated solution to monitoring activities 7.2
monitoring - for AML/CTF risk, commenced in 2018 in recognition that the manual review was
Sentinel onerous and error prone.

The decision to use a centralised analytics engine (Splunk) receiving data from
numerous sources within the casino in a format that allows many data sources to be
considered concurrently, pursuant to a suite of rules designed to trigger alerts when
behaviours indicative of ML occur, positions Crown well to develop a complete
automated transaction monitoring program.

The quality and robustness of any analytics program is only as good as the data it
receives. There are a number of risks associated with the current data inputs,
particularly the manual and complicated nature of SYCO and the lack of transparent
quality control processes associated with the ingestion of data from other platforms.

Crown has identified 31 rules to run over the ingested data to trigger alerts for
investigation. The rules have been developed from research both internal and
external of money laundering typologies. On their face, the rules proposed are
appropriately targeted to identify potential transactions which may be indicative of
money laundering.

They cover behaviours such as structuring (over multiple periods), third party
transfers, IFTIs to/from high risk jurisdictions, buy-ins and cash outs which are not
consistent with gaming records, increases in bet size, multiple cheques issued,
large/unusual transactions and cash transactions (assessed in the context of
customer risk and gaming record) and significant losses.

Subject to effective implementation, they are likely to enable detection of a broad
range of potentially suspicious activity and certainly will be more efficient and likely
more effective than the current manual processes, particularly when casino trade
resumes.

Of the 31 proposed rules, 18 are currently deployed, four rules are to be merged
with other rules in phase 2 and nine rules will be deployed in phase 3. The timing
of the phases is dependent on the progress of refining the phase 1 deployment.

Sentinel has only recently been implemented and is effectively in a trial phase where
issues of data quality on ingestion are being ironed out and the effectiveness and
calibration of the alert rules is under review. The lack of operational data from
Melbourne Casino has hindered the ongoing development of processes and rules.

Crown'’s Joint AML/CTF Program Part A, section 6, sets out the parameters for the
Sentinel rules and processes to be undertaken in relation to alerts it triggers.

The automated process ends with the Sentinel alert being raised and from there the
process to convert alerts into investigations and recording of the disposition of the
matter reverts to non-automated workflow processes using spreadsheets, emails and
Teams tasks.

17
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o . Report
Scope area Findings and observations ep.o
section
12. Know Your The FCCCP identifies 9 elements of a program to uplift Crown’s KYC regime. The 85
customer nature of and need for the proposed changes suggests:

= Under-investment in information technology to enable instant verification of
identification presented — to be addressed by October 2021 for high risk
customers;

= Failure to comply with AML/CTF Rules through not undertaking a risk-based
approach in mitigating the risks associated with customers and their
jurisdictions — to be met by undertaking such a risk assessment by December
2021; and

= Complacency in not collecting basic KYC information from customers such as
occupation.

Recent improvements which have been made include:
= The Significant Player Review policy dated 12 March 2021

—  Pursuant to this policy increasing levels of review and requests for KYC
data are required from customers based on the level of their gaming
activity.

—  Non-compliance with information requests or non-acceptable responses is
grounds for banning.

— By 21 May 2021, the review had been completed for 1,320 top customers
of Melbourne Casino and 198 withdrawal of licences had been issue.

= The Source of Funds policy issued in December 2020

—  This policy requires customers to complete a Source of Funds declaration
to explain the source of the funds they have presented for buy-in once
they have presented cash which exceeds $25,000 on any calendar day.

—  This is in addition to a Threshold Transaction Report and, if applicable an
Unusual Activity Report.

—  Failure to complete a Source of Funds declaration will trigger an Unusual
Activity Report and the cash will not be accepted.

—  Implausible or incomplete information on a Source of Funds declaration
will be escalated by the cashier to the cage manager and the transaction
will not proceed.

Feedback from employees through the focus groups is that 2 out of 3 cash

transactions (which meet the threshold) do not proceed because of this policy;

they report that customers prefer to walk away.

13 Money The interviews, focus groups and surveys conducted by McGrathNicol provided 10
laundering "On | evidence that employees are generally of the view that money laundering on the
the floor” casino floor cannot be completely eliminated. In particular, they cite the threshold

limit of $10,000 and the ability for customers to play un-carded as providing an
open opportunity for money laundering.

We have considered the vulnerability of Crown to money laundering OTF with
reference to the Promontory Report, Crown's response to the Promontory Report,
the FCCCP and the information gathered through our interviews, surveys and focus
groups.

The controls to mitigate money laundering OTF may be considered as:
= Controls relating to customers;

= Controls relating to cash; and

= Controls relating to employees.
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Background, engagement and scope of work

Background

McGrathNicol Advisory (McGrathNicol) has been engaged to provide forensic investigation services to assist the
Royal Commission into the Casino Operator and Licence (RCCOL) to undertake its inquiry in accordance with its
terms of reference dated as gazetted on 22 February 2020.

The RCCOL was called as a result of the findings of the New South Wales Independent Liquor and Gaming
Authority Inquiry into, inter alia, the suitability of Crown Sydney Gaming Pty Ltd (Crown Sydney), a subsidiary of
Crown Resorts Ltd (Crown Resorts), to hold a restricted gaming licence (Bergin Inquiry).

The key findings and conclusions of the Bergin Inquiry were that:
(a) Crown Sydney was not a suitable person to continue to give effect to the restricted gaming licence;

(b) Crown Resorts was not a suitable person to be a close associate of the person holding the restricted
gaming licence;

(©) That Crown Resorts:
(i)  Facilitated money laundering;

(i) Disregarded the welfare of its China-based staff by pursuing an aggressive sales policy and failing to
escalate risks through appropriate risk management structures;

(iii) Entered into or continued commercial arrangements with junket operators with links to organised
crime; and

(d) Some conduct canvassed by the Bergin Inquiry related to the Melbourne Casino (the Casino) operated by
Crown Melbourne Limited (CML).

The Terms of Reference of the RCCOL require inquiry into and reporting of a range of matters including, but not
limited to:

(a) The suitability of CML to continue to hold the Victorian casino licence;

(b) Whether Crown Resorts and other associates of CML and Crown Resorts are Suitable Associates of CML
under the Act;

(c) If applicable, what would be required for CML, Crown Resorts or existing associates to become Suitable
Associates;

(d) CML's compliance with the requirements of the Act and certain contracts referred to within the Act; and

(e) Whether it is in the public's interest for Crown to hold the casino licence and if not, what is required to
redress that situation.

Key appointees of the RCCOL are:
(a) Raymond Finkelstein QC - Commissioner and Chairperson of the Royal Commission (the Commissioner);

(b) Corrs Chambers Westgarth (Corrs, Solicitors Assisting) - solicitors to the Royal Commission with a team
led by Abby Gill, Craig Phillips and John Tuck; and

(c) Adrian Finanzio SC, Penny Neskovcin QC, Geoff Kozminsky and Meg O’Sullivan — each Counsel Assisting
RCCOL (Counsel Assisting).

Engagement of McGrathNicol

McGrathNicol was engaged by the State of Victoria pursuant to the terms of a Master Supply Agreement’>
under a purchase order dated 31 March 2021 issued to provide services referred to in the McGrathNicol
proposal dated 24 March 2021.

15 For the provision of Professional Advisory Services dates 1 September 2020
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Scope

The scope of McGrathNicol's work concerns whether CML allows the Melbourne Casino to facilitate money
laundering in order to inform the Commission in relation to Crown'’s suitability to hold the licence to operate the
Melbourne Casino.

By agreement between the Solicitors Assisting and Crown, the scope has been addressed by undertaking the
following investigative procedures:

(a)

(b)
(©
(d)
(e)
®
(9)
(h)

Desktop review of relevant documents obtained from various parties under notices to produce issued by
the RCCOL and provided to McGrathNicol by the Solicitors Assisting the RCCOL;

Guided tours of Melbourne Casino;

Interviews with a number of senior employees;

Issue of questionnaires which were completed by certain senior and management employees;
Survey of significant number of floor staff;

Survey of second line of defence staff;

Focus group discussions with small groups of Crown Casino floor staff; and

Focus group discussion with a small group of Crown employees with roles involving AML control
oversight.

The agreed scope is set out in Appendix A and summarised in Table 4.
Table 4 Summary of scope items with reference within this report

Scope element Report

Indications of money laundering in Patron Accounts

Reference

Background to Riverbank and Southbank account findings in Bergin Report 4 and 5

Review of Deloitte’s Project Libby — scope and reports to date
Undertake work to identify indications of money laundering in Patron Accounts post closure of
Riverbank and Southbank accounts in 2009

Review new AML (patron account) controls

Review Deloitte assessment of controls

Review controls implemented

Gather information on impact of new controls to date
Assess risks to successful implementation

Assess sustainability of controls

Transaction Monitoring Processes

Review purpose and progress of implementation of Sentinel to identify money laundering typologies
within available data sets (primarily bank accounts and gaming data)
Consider effectiveness and sustainability of current manual processes

Identify and review KYC processes embodied in AML/CTF Program approved by board in October 2020

Consider policies and processes used for identification and for identification of risks: 8.2

- Criteria for assessment of customer risk
—  Due diligence, ongoing due diligence and enhanced due diligence processes
Assess effectiveness and risks to effectiveness and sustainability

Review and assess the Financial Crime and Compliance Change Program (FCCCP) prepared by Steven
Blackburn and approved by the Board on 24 May 2021. Consider:

Key elements and alignment with McGrathNicol findings and observations
Implementation risks and effect on timing
Priorities and dependencies within the FCCCP

Money laundering “on the floor” (OTF)

10

Identify and assess the impact of controls upon known ML typologies which may occur on the floor
Review measures in place to assure employee integrity on employment and on an ongoing basis
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Participants Issued Responses Date opened Date closed

1 Front line (OTF) staff 1,400 342 25 June 2021 8 June 2021

2 Second line (AML/Compliance) staff 48 39 25 June 2021 8 June 2021

| focwsgrovps |

Participants No. Participants Date held

1 Casino floor employees 7 24 June 2021

2 Casino floor employees 8 24 June 2021

3 AML/Internal audit employees 9 25 June 2021

* additional McGrathNicol staff and an Allens representative also attended

2.5 Information relied upon

2.51 A number of documents were provided to McGrathNicol by the Solicitors Assisting.

252 Specific documents referred to are identified in footnotes.

253 In addition, aspects of Crown’s control framework and operations relevant to our work have been subject to

external review and investigation by third parties who have direct access to Crown personnel, systems and
exemption from the tipping off rules.’® We have used the reports issued by the following advisers to inform our
work:

(a) Deloitte’s Phase 1 report dated 26 March 2021 in which Deloitte provides an independent assessment of
the design and operation effectiveness of controls in respect of patron accounts'? (the Deloitte Report).

(b)  Promontory's Phase 1 report dated 24 May 2021 in which Promontory provides an independent
assessment of Crown's AML vulnerability'® (the Promontory Report).

() Initialism’s report dated April 2021 in relation to its review of Crown’s Transaction Monitoring'® (Initialism
TM Report).
254 Our work has also been informed by:

(a) the report dated 1 February 2021 of the inquiry conducted by Patricia Bergin SC pursuant to section 143
of the Casino Control Act 1992 (NSW) (the Bergin Report); and

(b)  consultation with Ms Rachel Waldren of Murray-Waldren Consulting, a subject matter expert in AML/CTF
legislation and compliance.?®

2.5.5 We have relied upon the documents sourced and reports prepared by others only where we are satisfied that
the work undertaken by others is sufficient and appropriate to support the findings and the evidence they cite is
not inconsistent with our findings or observations. All use of these reports is specifically referenced within this

report.
2.6 Limitations and disclaimer
2.6.1 McGrathNicol addressed the scope as described in section 2 3 of this report. We did not have unfettered access

to Crown premises or personnel. We did not have access to and accordingly have not reviewed all information

6 AML/CTF (Exemption Crown Ent ties) Instrument 2010 (No11) dated 14 April 2021
7 DTT0005.0001.0038

8 CRW.512.086.003

19 INI.0004.0001.0172

20 murraywaldren.com
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which may have been provided to the Commission by Crown or other parties. The Solicitors Assisting provided
McGrathNicol with access to documents obtained by the Commission which they considered relevant to the
scope; these were supplemented by documents requested by us which were either provided by the Solicitors
Assisting (where they had been produced) or were obtained for us under notices to produce.

Where we have reproduced the word of others, for example from survey responses or questionnaires, we have
not made any corrections to spelling, grammar or punctuation.

McGrathNicol is not exempted from the tipping off rules under the AML/CTF (Exemption-Crown Entities)
Instrument 2021 (No.11); we understand that this precluded unfettered on-site access. In addition, we have not
been privy to information regarding reports which may have been submitted to AUSTRAC or otherwise informs
as to suspicions of money laundering. Accordingly, to the extent we have identified incidences which may be
indicative of money laundering activity, we are unable to comment as to whether such incidences have been
identified or reported by Crown.

This report has been prepared in accordance with the terms of the engagement as described in sections 2.1 to
2.3 above.

This report has been prepared for the Solicitors assisting the RCCOL. It should not be disclosed to any other
party, without our consent in writing. It may not otherwise be reproduced in whole or in part or supplied to any
other party, without our consent in writing.

Please note that in accordance with our firm’s policy, we are obliged to advise that neither the firm nor any
member or employee of the firm undertakes responsibility in any way whatsoever to any person or organisation
other than the Solicitors assisting the RCCOL in respect of the information set out in this report, including any
errors, omissions or negligence however caused.

The information contained in this report has been prepared on the basis of the work undertaken as described in
section 2.3.2 and 2.4 and the documents referred to throughout this report.

We have not carried out an audit, nor have we verified any of the information provided to us, except where
expressly stated.

The information in this report may not include all possible or relevant information in relation to the matter we
have been instructed to investigate. Whilst every effort has been made to ensure the information contained in
this report is accurate, McGrathNicol accepts no responsibility if the information ultimately turns out to be
incorrect or not applicable. We note that, in issuing this report, McGrathNicol is not certifying that we have
identified all relevant events and information. We have sought to identify all significant events from the
information provided but provide no assurance that all such significant events and information have been
identified.
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3 About money laundering in casinos

3.1 Money laundering in Australia and globally

311 Money laundering is the process of legitimising the proceeds of criminal activities so that the criminal origin of
the funds cannot be traced. The United Nations estimates that money laundering of around $1.6 trillion occurs
each year, which is around 2.7% of global GDP.?" Australian annual casino gambling turnover is over $26.2
billion (2018-2019 figure)?? 23 and many of the transactions involve the use of cash. This high transaction
volume and cash environment makes casinos attractive for money launderers.

31.2 For context, in the sections which follow, we provide a high level overview of money laundering, the typologies
which are relevant to the focus of this report, the general techniques involved in an anti-money laundering
control regime and an overview of the legislative and regulatory obligations of Crown in respect of the
Melbourne Casino.

3.2 Money laundering phases
3.2.1 Money laundering is typically considered to involve three distinct stages:?* 2>

(a) Placement is the initial stage where the launderer moves the illicit funds into a legitimate financial system
such as a casino. At a casino, placement may occur when, for example, illicit cash is:

(i) deposited into a patrons casino account or in repayment of a casino debt
(i) exchanged for alternative instruments of value including:
= buy in of chips at a buy in desk
= buy in of chips on a gaming table
= purchase of a table voucher at the Cage
= purchase of a gaming machine ticket at the Cage
= purchase of chips from a chip dispensing machine (CDM)
= purchase of winning ticket in ticket out voucher (TITO) from another patron at a premium
(iii) fed into electronic table games (eTGs)
(iv) fed into electronic gaming machines (EGMs)
(v) exchanged for clean cash through the Cage or Ticket Redemption Terminal (TRT)

(b) Layering is where the launderer tries to conceal the origin of the funds by undertaking transactions or
activities which aim to obfuscate their source, by multiple transition of forms of value and otherwise
separating the funds from their source, including by the elapse of time. Examples of layering behaviour
involving the casino may include:

(i)  Funds being parked in casino accounts.

(i)  Chips removed from the casino and not used for gaming immediately and later appearing to be
cashed out,

(iii) Use of international funds transfers to patron accounts create geographic distance between the
funds and their source.

21 Un ted Nations article ent tled 7ax abuse, money laundering and corruption plague global finance dated 24 September 2020
https://www.un.org/development/desa/en/news/financing/facti-interim-report.html

2 https://www.ggso.qgld.gov.au/issues/2646/australian-gambling-statistics-36th-edn-1993-94-2018-19.pdf

3 Includes actual turnover for keno and gaming machines and handle (amount of money exchanged for gaming chips at gaming tables) for table games
24 Un ted Nations Office on Drugs and Crime website https://www.unodc.org/unodc/en/money-laundering/overview.html

25 https://www.moneylaundering.ca/public/law/3_stages_ML.php, https://calert.info/details.php?id=1239
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(©) Integration is the stage where the funds are returned to the launderer in a form where it is difficult to
distinguish them from legitimate funds. Examples of integration achieved through casino transactions
include:

(i)  Cashing into chips or EGM credits and cashing out with minimal play;

(ii) Intentional losing in peer to peer games such as poker where illicit funds are lost to the benefit of a
single player who then cashes out the winnings for a cheque or bank transfer;

(iii) Playing both sides of a near even money bet (e.g. black and red or odds and evens on roulette)
such that monies lost approximate monies won which transforms the funds to winnings claimed by
cheque or bank transfer; or

(iv) Cashing out TITOs, Crown Reward Credits or chips acquired with low denomination notes for high
denomination notes.

33 Money laundering in casinos

3.3.1 The scope of this report is to consider the exposure of Melbourne Casino to money laundering which may occur
through transactions in patron accounts and activities in all areas of the Crown Casino complex which are
licensed for the conduct of gaming activities (Gaming floor).

332 There are numerous money laundering typologies and they evolve over time. Regulatory bodies (such as
AUSTRAC) publish yearly reports on money laundering typologies and examples of 'red flags’ which are relevant
to casinos.?® Crown has also published a list of ‘Red flag Indicators Examples’ which they have made available
to their employees, which includes examples of behaviours which may indicate money laundering.?’

333 A common money laundering typology is cuckoo smurfing (refer to Figure 1 below), which involves corrupt
money remitters and the exploitation of legitimate bank accounts of customers who are waiting to receive
legitimate funds. The criminals transfer the funds that the legitimate customer is expecting to receive into their
account and these customers unknowingly receive proceeds of crime. It often also involves ‘structuring’ which
AUSTRAC describes as “the deliberate division of a large amount of cash into a number of smaller deposits to
avoid a single larger transaction and fall below the reporting threshold” ¢

26 https://www.austrac.gov.au/business/how-comply-guidance-and-resources/guidance-resources/typologies-paper-austrac-money-laundering-and-terrorism

financing-indicators
27 Crown AML document entitled Red Flag Indicator Examples, reference INI1.0003.0001.0214
28 https://www.austrac.gov.au/s tes/default/files/2021-06/AUSTRAC_FCG_CuckooSmurfing_web.pdf
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Typology Affects Patron

accounts / OTF

10 | Unusually large cash transactions. OTF

11 | Transactions structured to avoid customer identification or reporting thresholds, where OTF
transactions are deliberately split into smaller amounts to avoid threshold transaction
reporting to AUSTRAC e.g. structuring chip cash-outs.

12 | Patron altering or cancelling a transaction to avoid reporting requirement. OTF
13 | Unknown source of chips. OTF
14 | Collusion between two or more patrons, such as one acting on behalf of the other. OTF
15 | Doubts around the plausibility of a customer's Source of Funds or Source of Wealth. OTF
16 | Potential loan sharking (lending money or chips and charging interest). OTF
17 | Identification or verification discrepancies, or the customer refuses to provide information. OTF
18 | Intentional losses or ambivalence to incurring losses, where the customer may be gambling OTF

with illegal funds and sees the losses as the cost of laundering money.

19 | Customer frequently purchases chips, engages in minimal or no gaming activity, and is OTF
observed leaving the casino with the chips (chip walking).

34 Anti-money laundering

341 Anti-money laundering techniques aim to disrupt the placement/layering/integration flow and, at a casino, are
generally centred around:

(@) Knowing your customer — a process of gathering intelligence on customers so that the casino knows with
whom it is dealing and can:

(i)  assess transactions by individuals as unusual or suspicious in the context of that knowledge; and
(i) ensure persons who present a high risk of criminal infiltration are excluded from the premises.
(b)  Cash controls — limiting the cash entering into and out of the casino.

(©) Controlling non-cash funds movements — receiving and paying funds only and directly to the patron
engaged in gaming.

(d)  Transaction monitoring which includes:

(i)  capturing data on all casino transactions and reviewing for transactions or patterns for behaviour
which are unusual and potentially indicative of money laundering typologies; and

(i) observing behaviours and ensuring transactions are consistent with observations or records of actual
behaviour.

(e) Surveillance and observation to identify unusual behaviours.

3.5 Legislative and regulatory obligations

351 An underlying premise of legislation and regulation of casinos is that casinos pose an inherently high risk of
criminal activity and influence. Unchecked, casinos will be used to facilitate money laundering by both individual
criminals and those involved in organised crime.

Casino Control Act 1991 and other State legislation

3.5.2 Melbourne Casino is licensed to operate under the Casino Control Act 1991 (Casino Control Act) which
recognises this risk in its purposes in section 1:

(@)  To establish a system for the licensing, supervision and control of casinos with the aims of:
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() Ensuring that the management and operation of casinos remain free from criminal influence or
exploitation...

b) To provide for actions that may be taken by the Chief Commissioner of Police with the aim of ensuring
that the casino complex remains free from criminal influence or exploitation

The Casino is also subject to various other Victorian legislation and regulation concerning liquor licensing,
responsible gambling, gambling regulation.

The Victorian Commission for Gaming and Liquor Licensing (VCGLR) is the independent statutory body
responsible for regulating gambling and liquor industries in Victoria.

Anti-money Laundering and Counter Terrorism Financing Act

355

356

357

358

359

3.5.10

Gambling services are designated services3® under the Federal Anti-Money Laundering and Counter-Terrorism
Financing Act 2006 (AML/CTF Act) and the Anti-Money Laundering and Counter-Terrorism Financing Rules
(AML/CTF Rules). The AML/CTF Act and Rules aim to prevent money laundering and the financing of terrorism
by imposing a number of obligations on “reporting entities” which are businesses which provide “designated
services”.3" AUSTRAC regulates compliance with the AML/CTF Act and Rules.

A key obligation of Crown under the AML/CTF Act is to have an AML/CTF Program specifying how the reporting
entities comply with AML/CTF legislation.? Crown has a joint program which covers its designated business
group (DBG) which includes all entities in the group which provide designated services.

An AML/CTF Program is to be risk based so that it addresses the money laundering and terrorism financing risks
the business reasonably faces. Policies, procedures and controls to identify, mitigate and manage those risks are
to be developed and documented.

Accordingly, a necessary precursor to a compliant AML/CTF program is an ML/TF risk assessment of the likely
level of risk of the designated services being used for money laundering, based on its size, nature and
complexity, taking into account:

(@) who the customers are;

(b) the services provided;

(©) how the services are provided; and

(d) the foreign jurisdictions dealt with (as applicable).
An AML/CTF Program has two parts:

(a) Part A addresses the processes and procedures employed to identify, mitigate and manage the money
laundering and terrorism financing risks reasonably faced.

(b) Part B addresses the procedures for identifying customers and verifying their identity (KYC) as well as
enhanced customer due diligence (ECDD) which requires documentation of the actions taken when the
ML/TF risk is high33. Ongoing customer due diligence (OCDD) is also required to ensure the information
they have about customers and processes for ECDD and transaction monitoring is up to date.34

Under the AML/CTF legislation there are several primary reporting obligations:

(a) Suspicious Matter Reports (SMRs) to AUSTRAC which are to be submitted when it is suspected that a
person or transaction is linked to a crime:

(i)  within 24 hours if the suspicious activity is related to terrorism financing; or

(i)  within 3 business days if the suspicious activity is related to money laundering.3>

% Table 3 s6 AML/CTF Act

31 https://www.oaic.gov.au/privacy/other-legislation/anti-money-laundering/

32 https://www.austrac.gov.au/business/how-comply-guidance-and-resources/amlctf-programs/amlctf-programs-overview

33 https://www.austrac.gov.au/business/how-comply-and-report-guidance-and-resources/amlctf-programs/enhanced-customer-due-diligence-ecdd-program

34 https://www.austrac.gov.au/business/how-comply-and-report-guidance-and-resources/customer-identification-and-verification/customer-identification-and

due-diligence-overview

35 https://www.austrac.gov.au/business/how-comply-guidance-and-resources/reporting/suspicious-matter-reports-smr
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(b) Threshold Transaction Reports (TTRs) for cash transactions of A$10,000 or more; and

(©) International Funds Transfer Instruction reports (IFTls) for transfers of funds of any value into or out of
Australia (both due within 10 business days).
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4 Indications of money laundering in Patron Accounts

4.1 The nature and purpose of Patron Accounts

411 Crown offers patrons the facility to deposit money with Crown for the purposes of future gaming.

412 In this report we have used the term Patron Account to describe those bank accounts owned by Crown into

which patron funds are deposited, and DAB Account or Safekeeping (SK) Account to describe the accounting
for the funds attributable to a patron.

413 The DAB Account and the SK Account operate in the same manner.

414 Crown provides patrons with details of bank accounts to which monies can be deposited. When the patron
wishes to access those funds for gaming, they present themselves at the Cage with evidence of their deposit.
Cage staff verify the deposit and the patron is provided with chips or other casino value instrument (CVI) and an
entry is made to the DAB/SK Account to reflect the withdrawal.

4.2 Allegations and Bergin's findings in relation to Southbank and Riverbank accounts

421 The Bergin Report cites as a reason for undertaking the Bergin Inquiry, certain media allegations that Crown
“facilitated money laundering or turned a blind eye to such activity in the Southbank Investments Pty Ltd
(Southbank) and Riverbank Investments Pty Ltd (Riverbank) accounts'.?®

422 The media allegations appeared in an article entitled 'Crown’s firms used to launder drug funds’published in
The Sydney Morning Herald on 5 August 2019 and 7he Age on 6 August 2019 (the Media Allegations).
Allegations in the article included:

(a) Drug traffickers and money launderers had used the Southbank and Riverbank accounts to deposit
suspected proceeds of crime between 2012 and 2016.37

(b) "“One source said that federal police believed the two Crown companies were used by criminal entities
because they believe that the money they deposited into them would not be closely scrutinised' 38

423 The allegation that Crown facilitated money laundering was established by the Bergin Inquiry3®, while the
allegation that Crown “turned a blind eye” to money laundering was not.

424 It is apparent from the Bergin Report that:

(a) Crown did not consider Southbank and Riverbank to be reporting entities under the AML/CTF Act and
accordingly they were not subject to the same review as those entities that were identified as reporting
entities. 40

(b) Some Cage staff aggregated numerous deposits made to the credit of a single patron account into one
entry in the casino management system (SYCO), rather than recording each individual deposit as a
separate entry.#’ These aggregation errors obscured the number and nature of the deposits*? which did
not give the Crown AML team visibility over what was occurring in the underlying bank accounts and did
not allow them to properly monitor the AML risks.

(c) These aggregation errors were occurring as late as October 2018 and were still continuing after that
time,** showing significant deficiencies in the transaction monitoring of the Southbank and Riverbank
accounts during that period.*

36 Bergin Report Vol 1 - Section 3.2 paragraph 11

37 Bergin Inquiry Vol 1 — Section 3.2 paragraph 2

38 Bergin Inquiry Vol 1 — Section 3.2 paragraph 3

39 Bergin Inquiry Vol 1 — Section 3.2 paragraph 154
40 Bergin Inquiry Vol 1 - Section 3.2 paragraph 61-64
41 Bergin Inquiry Vol 1 - Section 3.2 paragraph 31

42 Bergin Inquiry Vol 1 - Section 3.2 paragraph 33

43 Bergin Inquiry Vol 1 - Section 3.2 paragraph 75

4 Bergin Inquiry Vol 1 - Section 3.2 paragraph 70
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(d) In January 2014, ANZ's internal investigations had identified a series of suspicious transactions in the
Riverbank account, being multiple deposits on the same day at different Perth branches of cash amounts
of under $10,000 by the same person.*> Ken Barton (Director of Riverbank) admitted in his Third
Statement to the Bergin Inquiry that the steps taken by Crown following ANZ's concerns were
“inadequate” and there should have been a thorough review of the Southbank and Riverbank accounts at
the time.4

(e) The Bergin Report concluded that “The manner in which Crown has dealt with the allegations in respect
of the Southbank and Riverbank accounts demonstrates not only a failure to understand the anti-money
laundering landscape and legislative requirements but also a total lack of commitment to turning inwards
and rectifying the obvious problems that were identified on 5 and 6 August 2019 in the article...”’

4.3 Crown’s investigations into Southbank and Riverbank

431 The following provides an overview of the various investigations instigated by Crown into transactions in the
Southbank and Riverbank accounts following the Media Allegations

Internal reviews

432 Louise Lane (then Group General Manager of AML) requested the bank statements of the Southbank account on
6 August 2019 and over the next two weeks conducted a manual review of the statements, cross-checking
suspicious activity with SYCO entries and checking whether Crown had appropriately submitted SMRs.48

433 On 21 August 2019, Ms Lane advised Joshua Preston (Legal Officer and AML Compliance Officer for Crown
Perth) that a more detailed review should occur and she suggested engaging Grant Thornton to investigate the
accounts.*® No such review proceeded at that time.

434 Claude Marais, General Manager Legal and Compliance reported by memo to Mr Barton (CEO) on
29 September 2020 in respect of an internal investigation undertaken into cash deposits in the accounts of
Riverbank (across two bank accounts from July 2013 to December 2019) and Southbank (one bank account from
October 2013 to December 2019).

435 Mr Marais reported that multiple deposits had been aggregated when they were input to SYCO which meant
that they were not identified as individual deposits when reviewed by the AML team in accordance with the
transaction monitoring program. The memo summarises the outcome of the investigation as identifying 102
instances of aggregation, involving 609 cash deposits and 61 patron accounts, involving funds in excess of
$5.2m.*0

Initialism and Grant Thornton reviews

43.6 On 14 October 2020 Crown engaged Grant Thornton to assist with forensic data analysis of the Southbank and
Riverbank bank statements. Initialism was also engaged to consider Grant Thornton's analysis of the Southbank
and Riverbank accounts for indications of money laundering. These reports were provided to the Bergin Inquiry
in mid-November 2020.

437 According to the Initialism analysis, “cuckoo smurfing exploited legitimate payments relating to gaming activity
by Crown’s customers, interceding in the payment flow and replacing legitimate funds en-route to Crown."™’

438 The Initialism Report identified numerous transactions in the Southbank and Riverbank accounts which they
assessed as indicative of ML:%?

439 As a result of the Initialism analysis, the Bergin Inquiry reported:

4 Bergin Inquiry Vol 1 - Section 3.2 paragraph 48
46 Bergin Inquiry Vol 2 - Section 4.3.2 paragraph 63
47 Bergin Inquiry Vol 2 - Section 4.5 paragraph 31
48 Bergin Inquiry Vol 1 - Section 3.2 paragraph 97
49 Bergin Inquiry Vol 1 - Section 3.2 paragraph 100
%0 GTA.001.0001.1012

51 IN1.0002.0001.3272

52 IN1.0002.0001.3272
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(a) The use of third-party companies and overseas money remitters to deposit money presented a risk of
money laundering due to the identity of the individual making the deposit being obscured and any audit
trail being difficult to follow.>

(b) From as early as November 2074, Crown gave instructions that deposits were only to be made from
personal accounts, however it is clear that these instructions were ignored and not enforced.>

In his statement to the Commission dated 25 April 2021, Nick Stokes, Group General Manager AML and
AML/CTF Compliance officer stated that as a result of the internal investigations, Crown had submitted SMRs to
AUSTRAC as follows:

(a) 51 SMRs in respect of potential structuring in the Riverbank bank accounts;
(b) 8 SMRs in respect of potential structuring in the Southbank bank account; and

(c) 5 SMRs in relation to other potential ML/TF indicative transactions identified through Grant Thornton and
Initialism’s review of the Riverbank and Southbank bank accounts.

The Deloitte review

43.11

43.12

43.13

4.4

441

442

4.5
451

The Bergin Report refers to the need for a “full and wide ranging forensic audit of all [of Crown’s] accounts to
ensure that the criminal elements which infiltrated Southbank and Riverbank have not infiltrated any other
accounts'.>

On 22 February 2021 Crown engaged Deloitte to undertake an investigation into transactions by patrons across
all bank accounts. In its engagement letter,*® Deloitte refers to being asked to conduct a review as set out in
Crown's current proposed letter to the Independent Liquor and Gaming Authority (New South Wales) (ILGA) and
describes the purpose of the services to be provided as:

“to assist you in addressing specific suggestions made in the Bergin Report as part of a broader pathway to render
Crown Sydney and Crown resort as a “suitable” casino licensee”

The scope addressed by Deloitte is set out in Table 10 in section 4.6.2 of this report. No reports of Deloitte’s
investigation into indicators of money laundering in Crown'’s bank accounts have been made available as at the
date of this report.

Crown's response - policy and process changes

The Bergin Report states that on the basis of the Initialism report, Crown acknowledged that from
18 November 2020 it was “more probable than not' that money laundering, specifically cuckoo smurfing activity,
had occurred in the Southbank and Riverbank accounts.®’

Crown has implemented a number of policies and rules aimed at preventing and detecting the use of Patron
Accounts to facilitate money laundering. These include the following which are addressed in further detail in
section 6 of this report:

(a) Elimination of the practice of aggregating deposits in SYCO (refer 6.2).
(b) Third Party Transfers and Money Remitters policy issued on 16 November 2020 (refer 6.3).
(c) Bank Statement Monitoring processes (refer 6.4).

(d) Return of Funds policy issued on 4 January 2021 (refer 6.5) including prohibition on cash deposits to
Crown accounts.

Banking and accounting for patrons’ monies

Funds deposited by patrons into a Patron Account are accounted for by Crown as follows:

53 Bergin Inquiry Vol 1 - Section 3.2 paragraphs 142-143

54 Bergin Inquiry Vol 1 - Section 3.2 paragraph 146
5 At p569 para 16

56 DTT.005.0001.0001

57 Bergin Inquiry Vol 1 - Section 3.2 paragraph 126
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(i) 78 patrons had only a Safekeeping balance.

We acknowledge this may be because the Casino was then in lockdown and international travel was
limited by COVID-19 considerations.

(b) As set out in Table 9 below:

(i) 87% of DAB Accounts have balances of $10,000 or less and less than 1% of accounts (3 patrons)
hold more than $1 million representing 17% of the value of the DAB Accounts.

(i) 65% of the SK Accounts have balances of $10,000 or less and 6% (6 patrons) hold more than
$1 million representing 91% of the total value of the Safekeeping accounts.

(i) Once debt owed to the casino is taken into account, 88% of patrons have balances of $10,000 or
less and 5 patrons hold balances in excess of $1 million representing 47% of the value of the net
patron funds.

Table 9
DAB Accounts Safekeeping Accounts Excluding Debt

Account balanc No % No lue $'000 % Value No % No ilue $'000 % Value No % No lue $'000 % Value
>$5m - 0% - 0% 2 2% 12,895 51% 1 0% 7,079 21%

$Imto$m 3 0% 3808  17%| 4. 4% 1019 0% | 4. 0% 8k 26%
$500k to $1m 4 0% 2,832 13% - 0% - 0% 3 0% 7%
$200k to $500k 12 1% 3,063 74% 4 4% 1117 4% 12 0% 9%
$100k to $200k 21 1% 3,121 74% - 0% - 0% 21 1% 9%
$50K to $100k 39 2% 2,676 12% 8 9% 597 2% 41 2% 9%

_$10k to $50K 24 9% 4783 . 22% | . 13 15% 259 % . 213 9% 4858 14%
$1k to $10K 400 17% 1437 7% 31 35% 117 0% 442 18% 5%
<$1k 1,656 70% 249 1% 27 30% 4 0% 1,676 69% 1%
Nil Balance 25 1% 0%

2,359 21,969 89 25,148 2,438
Source: CRW.572.152.0004 (Melb); CRW.572.190.0315

Deloitte review

On 22 February 2021 Crown executed a letter of engagement with Deloitte pursuant to which Deloitte was to
provide services in 3 phases.5°

The purpose of the Deloitte engagement as set out in its engagement letter dated 22 February 2021%7 is:

“to assist you [Crown] in addressing specific suggestions made in the Bergin Report as part of a broader pathway
to render Crown Sydney and Crown Resort as a “suitable” Casino licensee”

The letter identifies the suggestions of the Bergin report referred to in the purpose statement as:

(a) The conduct of a full and wide ranging forensic audit of Crown resorts and Crown Sydney’s bank
accounts.®®

(b)  Building strong barriers against criminal infiltration of Crown’s bank accounts.®®

Table 10 is a summary of the work to be undertaken in each phase and the current status of that work.

66 DTT.005.0001.0001 Note that the original period for the review of transactions was a 3 year period, this was later extended to a 7 year period to February
2021 DTT.002.0001.6480.

57 DTT.005.0001.0001

68 Bergin report p569 para 16

% |bid page 569 para 15
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Table 10

Deloitte review of Patron Bank Accounts

Phase Description Status Note
1 An assessment of the design effectivness and the operational Complete (@)

effectveness of controls pertaining to Patron Bank Accounts in the
period from 1 December 2020 to 22 February 2021
2(i) A forensic investigation to identify all bank accounts associated with Complete (b)
Crown into which patrons could deposit funds for the period January
2013 to February 2021

2(ii) A forensic analysis of transactions in Patron Bank Accounts identified In progress; est completion (0
in Phase 2(i) to identify activity indicative of ML/TF typologies by 27 August 2021

3 An assessment of the design effectiveness and operational effectiveness  Not started; est. completion (0
of a broader set of Crown’s controls insofar as they relate to ML/TF by 27 August 2021

typologies and any ML/TF activity identified in Phase 2(i)
Notes
(a) Draft report issued 26 March 2027 [DTT.005.0001.0038]

(b) This work has not been reported upon but Deloitte has provided the Commission with Workpapers prepared to support
its Phase 2(ii) work [DTT.070.0004.0032] and [DTT.101.0004.0030]

(c) Deloitte status report dated 7 May 2021 indicated Phase 2 bank account analysis would be completed by 25 June 2027
and additional work investigating patron related data for patrons associated with potential ML/TF activity would be
completed by 27 August 2021 [DTT.999.0001.0001]

We note that Deloitte’s scope appears limited to a review of the bank account transactions. In our view, it is
necessary to consider the transactions in the bank accounts and also how they are reflected, and how the funds
subsequently transacted, within the DAB/SK Accounts in order to gain a fulsome picture of what has transpired.
It is likely that additional information including gaming records and UAR/SMR activity would be necessary to
gain a full understanding of the patrons’ actions and whether they are indicative of ML.

As at the date of this report, Deloitte had not completed or reported its Phase 2(ii) analysis of transactions in
the Patron Accounts. In order to provide the Commission with the benefit of some analysis of Patron account
transactions, we have undertaken a limited analysis of the transactions in both the Patron Accounts and the
DAB/SK Accounts. Our methodology, findings and limitations are set out in section 5.

Deloitte’s assessment of each of the new patron account controls is addressed in section 6 of this report.
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AML (patron account) controls

New AML (patron account) controls

In the last 18 months Crown has introduced a number of policies, rules, practices and guidelines which include
controls aimed at mitigating the risk of Patron Accounts being used to facilitate money laundering and/or
enabling detection and reporting of such activity (New AML Regime).

In February 2021, Deloitte was engaged by Crown to undertake an assessment of the design and operational
effectiveness of Patron Accounts controls which were in place from December 2020 onwards. Deloitte issued a
draft report of its findings on 26 March 2021.76

A summary of the controls relating to patron accounts within the New AML Regime is set out in Table 12. Each
control is then further considered together with our observations, commentary on the status of implementation
of the controls and, as applicable, the findings reported by Deloitte in relation to Phase 1 of its engagement (as
described in section 4.7).

Control

Risk
targeted

Policy/Rule

Table 12 Summary of New AML Regime controls relevant to risks of ML in Patron Accounts

Issued

Control(s) / Processes

Refer
section

Email 24 Sept
instruction 20 Item 5.1.12 of the SOP Cage procedures™
(Perth Casino™) states that multiple bank transfers for the
Eliminate Non- same person must never be aggregated into
aggregation detection - one TT Acknowledgement, by which Crown 62
of deposits of Fmall ) 12 Nov 20 | acknowledges receipt of funds from the
structuring | Instruction patron and records in it their DAB Account in
(Melbourne SYCO.
Casino™)
Executive Office Crown will no longer make or receive third
Memorandum: party payments. The change applies to local,
Prohibition on . domestic and international customers. Should
) 8 April 20 . .
Third-Party a customer request a third-party transfer in or
Transacting | Payments® out, prior written approval of the COO and
with Group GM AML is required.
unkr.lown Executive Office Elaboration on the 8 April 2020 memo
Refuse third parties Memorandum reiterating the policy and providing answers
party Smurfing (EOI\{I)_ _ 21 0ct 20 | © frequently asked questions. 6.3
payments Prohibition on
Cuckoo Third Party
Transfers®
smurfing
Third Party Prohibits transfers from third parties including
Transfers and money remitters into or out of Patron
Money 16 Nov 20 | Accounts (unless with prior written approval
Remitters of the property COO and AML/CTF
Policy®? Compliance Officer).

76 DTT.005.0001.003
77 CRW.512.025.0970

78 SOP Cage Operations (12 Oct 2020) CRW.510.013.273
7 CRW.512.025.0972 issued as Melbourne Casino re-opened after COVID lockdown according to the Statement of John Salomone dated 21 April 2021

8 CRW.512.027.1026
8 CRW.520.003.9552
82 CRL.742.001.0101
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(a) Cash deposits each of less than $10,000 are made on multiple occasions to the Crown bank account and
referenced to a specific patron. These deposits may be made by one person at multiple bank branches
or multiple people at one or more bank branches, thereby avoiding threshold transaction reporting by
the bank.

(b)  The patron presents at the casino Cage with receipts substantiating the deposits and the Cage
aggregates the deposits and records them as a single transaction in SYCO which is the primary data
source for Crown’s AML scrutiny.

(c) As a consequence, SYCO will record the aggregate deposit which exceeds $10,000 but it is:

(i)  not recognised as a product of potential structuring because the fact that it comprised multiple
deposits is not recorded in SYCO; and

(i) it may not be recognised as a reportable threshold transaction because the deposits may not be
readily recognisable as having been cash transactions.

The control failure is the recording of multiple transactions as a single transaction by the Cage staff. Such a
failure is indicative of a lack of ML risk awareness, a lack of AML training and/or inadequate review of the
effectiveness of controls.

Following the identification that deposits had been so aggregated, Crown issued instructions on 24 September
2020 to Perth Cage staff and on 12 November 2020 to Melbourne Cage staff®” requiring them to prepare a
separate Transfer Acknowledgement (TA) for each individual deposit (i.e. prohibiting the aggregation of multiple
telegraphic transfers into a single TA).

Third party payments not accepted

Acceptance of third party payments into patron accounts provides an avenue for money laundering through
smurfing or cuckoo smurfing and results in Crown simply not knowing from whom funds are received which
may subvert its KYC obligations in relation to designated services under the AML/CTF Act and Rules.

Removing the acceptance of funds into the patron account from any party other than the patron themselves,
eliminates the use of the account for cuckoo smurfing activity and allows Crown to have confidence as to whom
it is transacting with, subject to implementation of effective KYC policies and procedures.

Crown issued an EOM on 8 April 2020 prohibiting the acceptance of third-party funds into its accounts and the
prohibition was reinforced with the issue of a further EOM on 21 October 2020 which included responses to
frequently asked questions.

On 16 November 2020 a policy was issued entitled “Third Party Transfers and Money Remitters Policy”.88 As

with the earlier advices, the Third Party Transfers and Money Remitters Policy allows for third party or money
remitter deposits with certain senior management approval subject to a specific process being followed which
requires:

(a) the preparation of a request by a team member to the AML team to make a recommendation and the
information to accompany the request;

(b) the preparation of a recommendation and the evidence to be procured and reviewed by the AML team
to enable the AML/CTF Compliance Officer to determine whether to approve the recommendation; and

(c) if the recommendation is approved by the AML/CTF Compliance Officer, a requirement that the property
COO approve the transfer before any deposit is accepted.

We have been provided with a copy of the advice sent to patrons in December 2020 which incorporates an
advice that funds deposited by third parties will not be accepted and will be returned to the bank account from
which they came.®® We note:

87 Being the date the Melbourne Casino re-opened after COVID shut down
88 CRL.742.001.0101
89 CRW.512.040.0003
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(a) The example of the advice to patrons provided to us indicates the advice was sent by email and time
stamped 3:03pm on 24 December 2020 - Christmas Eve.

(b)  The advice to patrons was issued well after the prohibition on third party deposit was first introduced on
8 April 2020.

Deloitte considered the design and operation effectiveness of the Third Party Transfers and Money Remitters
Policy in Phase 1 of its engagement.

Deloitte identified the following limitations to the design effectiveness of this control:%°

(a) Due to the truncation of information available on the bank account statements, Cage staff are reliant on
examination of receipts or bank statements provided by the patron to validate that transfers have come
from their own personal bank account. There is residual risk that forged documents may be presented to
the Cage. McGrathNicol concurs with this observation.

(b) Non-acceptance of deposits from money remitters relies on the Cage staff knowing or recognising the
remitters from the information on the bank statements. Whilst Deloitte suggests further processes to
ascertain if the deposit is from a remitter, McGrathNicol is of the view that if the patron is unable to
evidence that the deposit is from his/her personal account and the deposit is therefore returned, it is not
necessary for the effectiveness of the control to identify from whom the deposit came.

Deloitte tested the operational effectiveness of the Patron Account controls by reviewing all 1,143 transactions in
the ANZ account XXXX2834 for the period 1 December 2020 to 21 February 2021 to identify transactions which
did not comply with Crown policies.

In respect of the policy to not accept third party deposits, Deloitte initially identified 142 deposits which
appeared to be from third parties or lacked the patron name or account number. Of these, funds had been
returned in 47 instances, leaving 95 cases for further review. On review of the associated TA packs, 82 cases
were resolved leaving 13 unresolved.

The 13 unresolved cases were referred to Crown staff for review and through discussion and walk-throughs by
Deloitte with Crown staff, Deloitte obtained explanation and additional documentation which satisfied Deloitte
that the patron’s full name and ID were provided at the time of the deposit for 11 cases and Deloitte concluded
those to be compliant with the policy.

Two cases were found to be unresolved:

(a) A case where the patrons last name was missing and the transaction was accepted on the basis of a
previous transaction TA which corroborated the patron’s bank account details; and

(b) A case where the patron’s bank account is understood by Crown to be held under an alias whilst the
patron account is in the patron’s real name.

Deloitte assessed these unresolved matters as "deficiencies” rather than “exceptions” on the basis that ultimately
Crown, notwithstanding the reasons were not documented in the Transfer Acknowledgement®' Pack®? (TA), had

a rationale for accepting the funds such that the substance of the policy was not offended, albeit the record of

the transactions were deficient.

The analysis of bank and DAB/SK Account data undertaken by McGrathNicol and described in section 5.6 found
one potential instance of third party funds beings deposited to a DAB/SK Account after 21 October 2020 and
none subsequent to 4 January 2021. We do not have sufficient information to reconcile our finding to
Deloitte's.

In his statement dated 25 April 2021,% Mr Stokes noted a transaction which had been processed by Cage and
Count in breach of the third-party transfer policy on 6 April 2021 as follows:

(a) The Cage processed a payment from a Crown customer to his wife which represented the husband’s
program settlement funds.

% DTT.005.0001.0038 at 5.1.2

91 Being the process through which banked funds are recognized in the patrons DAB Account

9 The pack of documents retained to support acceptance of fund to a DAB Account including patron receipt or bank statement
9 CRW.998.001.0084 - Statement of Nick Stokes 25 April 2021 — para 36-38
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This finding is consistent with Mr Blackburn's assessment of the AML systems overall that they are generally
foundational and have some way to go to be consistent and repeatable at higher activity levels. This will
involve:

(a) Development of automated systems (refer 7 for consideration of the Sentinel transaction monitoring
system which is anticipated to displace the manual review of bank statements);

(b) Documentation of processes to support consistency and assessment of effectiveness of controls; and

(c) Additional resource and ongoing training to ensure controls and implemented consistently and refined to
accommodate emerging issues.
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7.4 Data sources

74.1

14.2

101 CRW.512.072.0128 - Initialism Crown Resorts Transaction Monitoring Report
102 DTT.005.0001.0040
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8 KYC processes

8.1 Overview of obligations for KYC

8.1.1 Under Division 4 of the AML/CTF Act, a reporting entity must carry out applicable customer identification
procedures before providing designated services.’® The applicable customer identification procedures, known as
‘Know Your Customer’ or 'KYC' processes are to be documented in Part B of an entities AML/CTF Compliance
Plan. The reporting entity must be satisfied, through the application of KYC procedures that the individual with
whom they are dealing is who they claim to be before providing a designated service.

8.1.2 Part B of the AML/CTF Program must include the following:1%
(a) How the reporting entity collects and verifies KYC information;
(b) How the reporting entity identifies customers who are politically exposed persons (PEPs);
() How the reporting entity responds to discrepancies in verification information collected; and

(d) The risk-based systems and controls the reporting entity uses to work out whether they need to collect
and/or verify further customer information.

8.1.3 For individual customers the minimum initial identification requirements, of which 2 must be verified, are:
@) Full name;
(b) Residential address; and
(c) Date of birth.

Ongoing Customer Due Diligence

8.1.4 In addition to initial customer identification and verification Division 6 of the AML/CTF Act 2006 requires
reporting entities to conduct ‘Ongoing Customer Due Diligence’ (OCDD).

(a) OCDD ensures the information the reporting entity has on an individual is up to date and ensures the
customer assessed risk level is appropriate on an ongoing basis.

(b)  The processes and procedures for conducting OCDD are in Part A of the AML/CTF program.
Enhanced Customer Due Diligence

8.1.5 Based on the outcomes of OCDD, transaction monitoring and risk assessments, ECDD may be required. Part A of
an AML/CTF program must include an ECDD program that documents the actions taken if a customer's risk
rating for money laundering and terrorism financing is assessed as moderate or higher.

8.1.6 ECDD may include requiring further identification checks to be completed on an individual, conducting open
source research into an individual’s background and gaining knowledge surrounding their source of funds /
wealth. ECDD must be applied in the following high-risk situations: 1%

(a) When the risk of money laundering or terrorism financing is assessed as high;
(b)  The designated service is being provided to a PEP or relative of close associate of a PEP;
(c) The customers suspicious activity may lead to making a SMR; or

(d) A transaction involves a person or company that has a presence or is incorporated in a prescribed foreign
country.

104 https://www.legislation.gov.au/Details/C2020C00362
105 https://www.austrac.gov.au/business/how-comply-and-report-guidance-and-resources/customer-identification-and-verification/customer-identification-
know-your-customer-kyc

196 https://www.austrac.gov.au/business/how-comply-and-report-guidance-and-resources/amlctf-programs/enhanced-customer-due-diligence-ecdd-program

60






8.24

MGN.0003.0001.0063

As a Casino, certain exemptions apply to Crown regarding identification of patrons; these exemptions are:

(i)  Crown is not required to identify a patron where the designated service involves an amount of less
than A$10,000;

(i)  Crown is not required to identify a patron where the designated service involves an amount of
A$10,000 or more and the transaction relates to the giving or receiving of only gaming chips or
tokens; and

(iii) Crown is not required to identify a patron where the designated service it provides to the patron
involves an exchange of one currency for another for the value of less than A$10,000.

In identifying a patron Crown collects at a minimum the following information:
(i)  The customer’s full name including middle name;

(i) The customer’s date of birth; and

(ili) The customer's residential address.

To complete the customer identification process Crown must verify:

(i)  The customer's full name; and either:

(i) The customer's date of birth; or

(iii) The customer’s residential address.

Crown collects the above information about their customers via different means; these include:
(i) Onsite;

(i)  Member sign up application;

(iii) Online; or

(iv) The Cage.

To be a key player, international program player, junket operator or junket representative, identification
procedures will only be required to be conducted if the patron is transacting $10,000 or above.
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Financial Crime and Compliance Change Program (FCCCP)

About the FCCCP

The FCCCP is a roadmap for significant development and change in Crown'’s financial crime and compliance
program over the period to December 2022. It was developed by Mr Blackburn, Group Chief Compliance and
Financial Crime Officer and approved by the board on 24 May 2021. Mr Blackburn is responsible for its
implementation.

In a memo to the board dated 24 May 2021 Mr Blackburn said of the FCCCP:"7

To effectively manage financial crime risk and the associated regulatory risk, Crown must continue to evolve the
financial crime program through material and ongoing investment in capacity, capability and technology.

In its current state, Crown’s compliance program, meets regulatory requirements but the compliance function is
under resourced and is not adequately supported for regulatory change and responsiveness. As with the financial
crime program, Crown’s compliance program requires considerable investment in order to improve and evolve.

The FCCCP seeks to build on Crown’s existing financial crime and compliance foundations introducing changes
that will ensure the stability of the two programs whilst industrialising and optimising the functions wherever
possible.

The memo refers to key actions and outcomes and notes:

To be successful each of the foregoing changes require the commitment engagement and support of the whole
organization and the Board, as well as committed funding for the longevity of the FCCCP. The proposed changes
will also have implications for other Crown functions including Technology, Operations, Surveillance & Security,
Procurement and Human Resources. While none of the proposed changes can alter Crown’s past exposure to
financial crime and compliance risk, they will assist Crown in reducing its future risk.

Appointment of Mr Blackburn as Group Chief Compliance and Financial Crime Officer

McGrathNicol interviewed Mr Blackburn on 3 June 2021 and the commentary in this section of the report is
based on the information provided by Mr Blackburn in that interview and documents as referenced.

Mr Blackburn was appointed on 24 February 2021 after being approached by a recruitment firm in October
2020.

Mr Blackburn advised McGrathNicol that he was attracted to the role at Crown because it offered the
opportunity to do what he had done before in building out a modern financial crime program, but it also
offered greater breadth of responsibility across compliance and responsible gaming.

Before agreeing to take up the position with Crown Mr Blackburn asked to meet with a number of board
members in order to assess their desire to make change and gain comfort as to the preparedness of Crown to
make real change. Having satisfied himself through these conversations and obtaining assurance from Peter
Barton, then CEOQ, that his mandate to help build out a modern financial crime would be supported, he resigned
from his position at National Australia Bank (NAB).

After training and practising as a lawyer, Mr Blackburn has more than 10 years in senior financial crime risk and
operations roles in the banking sector in Canada and Australia. Mr Blackburn was the Chief Anti-Money
Laundering Officer at the Canadian Bank of Commerce from January 2011 before being recruited by National
Australia Bank to come to Australia and take up the role as Chief Financial Crime Risk Officer and Group Money
Laundering Risk Officer.’® Mr Blackburn does not have previous casino experience.

17 CRW.512.081.1791 Memo to Board 24 May 2021
18 Statement of Steven Blackburn to RCCOL 21 April 2021
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Increase in FTE in Financial Crime team from 5 to 20 between December 2020 and May 2021;

Engagement of Promontory to conduct a review of AML vulnerabilities to inform an enterprise wide risk
assessment yet to be undertaken. Draft report delivered 29 March 2021 and final report delivered
24 May 2021;

New automated transaction monitoring program, Sentinel, launched 2 February 2021;
New Unusual Activity Reporting regime launched 12 April 2021;

Online financial crime awareness training released in early 2021 with 90% completion rate; financial crime
training provided to Board March 2021;

Cessation of Crown dealing with junkets;

Source of funds declaration requirement for all customers depositing >$25,000 cash in a day introduced
from 21 May 2021; and

A number of patron account controls introduced which Deloitte assessed as being effective but with
sustainability risk as casino activity increases post COVID-19 (as discussed in section 4).

Inclusive of these considerable developments, Mr Blackburn assesses the maturity of the FC&C system overall as
“foundational” with a number of components in transition to that stage from “initial”. But for these recent
developments, more elements of the FC&C eco-system would likely have been assessed as “initial” and it would
be difficult to support a view that overall the system could have been assessed at a maturity level greater than
“initial”.

Figure 11 is a copy of the “Financial crime Eco-system maturity arc” diagram which Mr Blackburn included in his
presentation to Board on 24 May 2021."1°
Figure 11

Source: CRW.5712.081.1750

This diagram includes Mr Blackburn’s descriptors of the stages of maturity from “Initial” to “Optimal” and each
position on the arc shows the relationship between the resources invested across the spectrum from manual to
automated processes (lower horizontal axis). As a system matures to the "Advanced” stage, increasing resources
are required to develop, implement, automate and thereby and institutionalise or industrialise policy and
procedures. Thereafter, the resources required diminish as much is cemented into core business functions and
the focus is on emerging issues and ongoing assurance.

Mr Blackburn has placed the Crown logo on the curve in the position he assesses Crown to be, a position he
describes as “foundational” overall, with some aspects remaining “initial”. We queried Mr Blackburn on the
following aspects of his diagram:

(a)

The pictorial representation suggests that Crown is beyond “Foundational” and on the way to “"Advanced”.

19 P4 CRW.512.081.1753
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Mr Blackburn’s response was that he was surprised (based on what he'd heard in the media or from
the Bergin Report) that Crown had already progressed to a “Foundational” stage in regard to its
controls.

When he started at Crown, there were already controls in place to address material risks which could
be built on going forward.

The primary reason for the “Foundational” assessment was their extensive employee due diligence
processes. Licencing regimes apply scrutiny to each individual hired by a casino, which require the
individual to go through invasive processes to become licenced.

In addition, each prospective employee goes through Dow Jones screening assessments (which also
occurs daily for existing employees), media assessments and police checks. Mr Blackburn’s opinion
was that these processes are more robust than those of most reporting entities in Australia.

(b) Mr Blackburn represents the major banks as not so far ahead of Crown and well short of “Advanced”.

(i)

(i)

Mr Blackburn’s advised that it was difficult to categorise all the major banks as a group, with some
banks being closer to “Advanced” than others.

In comparing casinos to the banks, Mr Blackburn expressed the views that:

= There are a lot of variations and complexities in the banks such as the type of ways that
customers can come in (e.g. trustees, beneficial owners of corporations, etc.) which potentially
makes identifying risks clearer in a casino than in a bank.

= Crown is currently similar to where the banks might have been 20 — 30 years ago.

= Banks do not have processes for screening their employees that are as extensive and invasive as
casinos, citing the vetting processes involved in his obtaining a Special Casino Employee Licence.

A number of the elements of the FC eco-system which Mr Blackburn has assesses as of “initial” maturity are set
out in Table 13 together with comments from Mr Blackburn as he elaborated on his assessment in our interview.

Table 13

Element

Enterprise wide Risk assessments have been undertaken for Mr Blackburn's observations on the nature of
(ML/TF) risk discrete or different categories of risk including Crown's AML risk assessments is in accordance
assessment (EWRA) | financial crime risk, but what hasn't been done with our observations and the documents
is an end-to-end enterprise wide entire risk available to us.
assessment of financial crime. We also agree that to undertake the process in
An EWRA has been commissioned and is aimed | a robust manner — sufficient to support a
to be completed by end of 2021. Itis a substantial AML/CTF Program and risk
significant task and requires going deep into mitigation and management framework - is a
each category of risk e.g. customer risk, product | significant piece of work which requires input
risk assessment (EGM v Table games), from a wide range of people.

Additional comment and basis for McGrathNicol view

assessment by Mr Blackburn

jurisdictional risk. The work done by
Promontory into vulnerabilities to ML is only
one aspect of risk.

Procedures

They call them procedures, but they consist of Mr Blackburn’s comments are consistent with
some policies, guidelines and work instructions. | our observations of the documentation of
There is not a clear hierarchy around compliance | policies. Policy / procedures appears to be
or financial crime frameworks. It is currently issued in EOMs, Corporate Policy Statements,
difficult to figure out where they are and what AML/CTF Policy Statements , AML/CTF Rules,
to do with them. They need to clarify the Guidelines and across the Part A and Part B
procedures and ensure that there is an AML/CTF Program as well as Statements of
appropriate framework so that first line staff (in Procedures.

particular) can access them and understand
what their responsibilities are.
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Roles and
responsibilities

Assurance

Supporting
infrastructure and
data readiness
(systems)

The roles and responsibilities are in a state of
transition. The organisation is coming to an
understanding of the concept of the three lines
of defence model but it is still relatively fresh
and they are not yet at the stage where it has
been “elegantly documented”. They need to
document the processes so that employees from
each line of defence know what their roles and
responsibilities are in relation to financial crime
and what to expect of others in different lines of
defence. Blackburn is also currently developing
a Responsible Accountable Consult or Inform
document (RACI) so that everyone understands
"who's on first".

There really hasn't been a second line of
defence and the first line has understood its
obligations more in a procedural sense rather
than with a deep understanding of the
responsibility they carry in protecting the
vulnerable from financial crime.

The second line function in operation was
minimal. There was activity in the manner of
gaming auditors who would test compliance of
employees in implementing gaming rules and
procedures. But that was the extent of the
assurance activities, and it did not extend to
specific AML/CTF controls assurance. The third
line were applying some oversight, however
Blackburn noted that in his experience the third
line might not be experts in financial crime as
they are usually generalists, so it is the second
line's role to provide assurance that financial
crime risks are being managed and mitigated
effectively. There will be redeployment of
existing employees with casino specific
experience, as well as the addition of proposed
recruits, to introduce an effective second line of
defence or assurance function.

Data readiness remains a challenge. The current
systems are heavily manual; a key element of his
FCCCP is to introduce automation so that the
humans can focus on matters that are not
routine and require skills and experience. Mr
Blackburn noted that is difficult to obtain data
for transactions involving less than $10,000
because of the exception in the AML/CTF Act,
and they often have to piece together
information from the surveillance system. Mr
Blackburn also noted that they have really good
technology partners in the business and some
of the best tech people that he has ever met, so
he will be able to leverage existing talent in the
tech space. He also noted that there are no off-
the-shelf systems for financial crime and casinos
so this requires highly skilled tech staff to build
their systems.

MGN.0003.0001.0074

Mr Blackburn's comments are consistent with
our observations. We were unable to procure a
settled organisation chart and when we selected
people to respond questionnaires or attend
interviews we encountered by reference to their
title, we encountered instances of the employee
having only just moved to that role and not yet
clear on the organisational structure or their full
job description.

Mr Blackburn’s assessment is consistent with the
information we have reviewed and otherwise
gathered in the course of our work. We have
seen no evidence of systemic review of the
effectiveness of controls, bar the engagement of
Deloitte to undertake such a review in Phase 1.
An internal audit team member involved in the
focus group confirmed that AML/CTF controls
were not within scope of the internal audit plan.

Crown has substantial technology infrastructure
and capability, including an IT team of some 180
FTE. The technology is visible on the casino
floor in the form of security, surveillance,
automated gaming and data capture via
membership cards. It would appear that the
capability has been developed for and directed
towards priorities other than AML/CTF and to
the extent it supports AML/CTF functions, it has
been more by coincidence than design.

9.3.8 No elements of the financial crime eco-system were assessed by Mr Blackburn as being “optimal” meaning that

they are fully operational, robust and implemented efficiently.
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9.3.9 Mr Blackburn points out, correctly in our opinion, that it is not necessary that every element be at an optimal
level, that this is a matter for cost benefit determination with reference to the assessed risk addressed by each
element. Notwithstanding, in our assessment it is a serious indictment on Crown's focus on and investment in
AML/CTF over its life, and particularly since the AML/CTF legislation was introduced in 2006, that Mr Blackburn
assesses the AML framework overall as “foundational” and that many elements are not assessed at even this
level of maturity.

Future State December 2022

9.3.10 The proposed state under the FCCCP is to be in an overall aggregate state of “advanced” maturity by December
2022 and Mr Blackwood represents the maturity levels at that time as shown in Figure 12.

Figure 12

Source: CRW.572.081.1750
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EWRA =  Redesign ML/TF risk assessment framework with contemporary approach, design and governance
and better aligned with regulatory expectations that assessment is risk based and tailored to
Crown
=  Methodology to take into account 4 key risks:
—  Customer
—  Jurisdiction
—  Product
—  Channel
Reporting *  Financial crime oversight committee formed to report to the Board
Governance = Supported by a financial crime working group

= Augmented pro-active risk-focused reporting

Assurance *  Introduction of an effective second line of defence to assess and test compliance with policy and
program obligations
= A 16 FTE team is proposed

Training *  Proposed shift from compliance focus to outcome focus training which prioritises the protection
of the vulnerable from the impacts of financial crime
= Targeted training for high risk employees, senior management and the Board

Roles and . Development of a RACI (Responsible, Accountable, Consult, Inform) matrix to clarify the roles,
responsibilities responsibilities and obligations which fall to each line of defence and each accountable executive
Controls »=  Continuation of the uplift of controls seen over the last 6 months including controls to address

the vulnerabilities identified in the Promontory review

Data analytics | =  Enhancement, systems integration and analytics to improve quality and consistency of key
&IT functions — KYC, transaction monitoring, reporting
=  Enhanced dashboard-based reporting of relevant metrics for key users
»  Capture and use of data for assurance, risk assessment and intelligence gathering and insights
= Ongoing program of uplift and rationalisation of disparate systems

Surveillance »=  Centralisation of function and implementation of standardised policies procedures, investigative
approaches, law enforcement engagement, communications and reporting, recruitment and
training, data capture and use

9.5 Dependencies and risks for implementation of the FCCCP

9.5.1 As noted above, in our view the FCCCP is ambitious and all the more so within an 18-month timeframe to
deliver a substantially more mature FC&C system. Over and above the Board approved $21.7 million costs
involved in doubling the already expanded financial crime and compliance team, the plan calls for support and
commitment, backed by funding, from across the business and from the board down to the casino floor. As Mr
Blackburn states in his 24 May 2021 memo to the Board:

To be successful, each of the foregoing changes require the commitment engagement and support of the whole
organization and the Board, as well as committed funding for the longevity of the FC&C Change Program.’?°

9.5.2 Further Mr Blackburn notes:

The proposed changes will also have implications for other Crown functions, including Technology, Operations,
Finance, Surveillance & Security, Procurement and Human Resources.’”?’

Technology support
953 We discussed the technology dependencies of the FCCCP with Mr Andre Ong, head of IT who advised:

(a) Mr Blackburn consulted with him and various members of his team in the process of developing the
FCCCP and he is, and he believes all relevant decision makers are, aware that there will be demands on IT
in relation to the FCCCP.

120 CRW.512.081.1792
21 ibid
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(b) No specific budget has been established or committed to in relation to the FCCCP related IT
requirements of which to date he has logged almost 40 projects, of varying size and complexity.

(c) While some of the projects are advanced in implementation (e.g. Sentinel, Unify for UAR automation) but
many are proposals which have yet to be subject to:

(i)  Discovery — ascertaining what is required and how it fits with existing systems; nor
(i)  Scoping — design and costing the development and implementation program.

(d) Mr Ong, in consultation with Mr Blackburn has estimated at a high level the uplift in capability and
resources which would be required to deliver the requirements of the plan. He estimates an additional
29.5 FTE will be required across the 18-month period across a range of capabilities. This represents an
increase of approximately 17% on current FTE, although not all will be brought on as employees;
contractors will be used.

(e) Mr Ong advises it would not be typical to budget for the IT components of the FCCCP specifically.
Rather, he indicated that “everyone knows there is a placeholder for IT’s uplift' to accommodate the
FCCCP. All IT projects are managed dynamically by planning the necessary resource based on scope and
delivery dates and constantly updating for changes. If a new project comes on or there is a change in
delivery dates or scope for example, the program loading tracker is updated and any mismatch between
demand and supply is addressed by the business.

® There are several other major IT projects planned for the same period as the FCCCP, some of which align
with the FCCCP. Other demands on IT in this period include:

(i)  Technical Requirements Project in relation to the regulated systems.

(i)  Anticipated opening of Sydney casino which will incorporate new and advanced technology which
will then be replicated in the other casinos to continue the path of rationalisation of Crown’s
systems.

(i) Managing end of life for key systems such as security.
(iv)  Ongoing cloud transition for certain systems.
(v) Supporting updates to Crown Rewards program including in relation to responsible gaming.
(vi)  Ongoing discovery processes to support cashless gaming.
People risks

9.54 Mr Blackburn expressed confidence that he will be able to fill the many positions he has created. He has sought
to create teams which include experienced casino staff and external recruits, who are unlikely to have casino
experience but will bring modern AML/CTF capability.

955 He had some concern about the ability to recruit given his assessment that the pay scale was below market and
the brand damage Crown has suffered through recent months, but he believes that the commitment to market
salaries, the opportunity presented to risk and AML specialists to be involved in a major change program and
his personal brand will enable him to attract the talent he needs.

9.6 Key observations and assessment

9.6.1 Subject to the risks associated with the dependencies noted above, it is our assessment that it is likely that the
FCCCP will give rise to a significant change in Crown’s understanding of and performance in AML/CTF over the
ensuing 18 months. We say this because:

(a) We consider that Mr Blackburn has the capability, track record and standing to lead such an ambitious
program. Further, he is not burdened by the history of Crown'’s past underperformance and has the
"fresh eyes” advantage by having subject matter expertise honed in a different sector, which enables him
to question practices and ideas which may not be considered open to question by those only
experienced in casinos.

(b)  The FCCCP he has developed is comprehensive and in our view the areas of priority Mr Blackburn has
identified are apt.
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Whilst the task is great, there is a rare window of opportunity over the next several months at least, as
there has been for the last 6 months also, to embed new processes and practices which may be
challenging to customers, in an environment of little international patronage and lower patronage overall.

A number of significant control changes have already been implemented and appear to be effective,
albeit it is difficult to measure in the current environment while the Casino is operating at low volumes
and moreover is subject to intense scrutiny which would have staff on high alert and would be money
launderers staying away.

Our sense from the surveys we conducted and the focus groups held was that employees in the first line
of defence are ready, willing and able to do what is asked of them when it comes to upholding the rules;
but they do not make the rules and they rely on those that do to set them in accordance with Crown'’s
values which includes “do the right thing”.

Whilst we are of the view that an uplift in Crown’s performance is likely, we consider there is considerable risk
associated with achieving an advanced stage of maturity of the FC&C eco-system in the proposed timeframe
due to the ambitious nature of the target, the dependencies and risks noted in section 9.5.
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Money laundering “on the floor”

Risk of money laundering “on the floor”

As with all casinos the Crown Casinos are inherently at risk of facilitating money laundering due to the nature of
the activities and services that they provide.

We have investigated the likelihood of money laundering activity being undertaken at Crown’s Melbourne
Casino at the current time by:

(a) considering in this section how Crown recruits and equips its first line of defence, the employees and
business units responsible for the risks and for implementing the controls to manage and mitigate the
risks; and

(b) engaging, by survey and focus groups, with Crown employees in the first line of defence, those who work
on the Casino Gaming floors to gather their views as to the likelihood of ML/TF activity at Crown
currently and how they contrast the current situation to that which prevailed prior to COVID-19.22 The
results of the surveys are in section 12 and the output from the focus groups is in section 13.

The First line of defence

The first line of defence (LOD) within Crown’s operational environment are the employees who deal directly with
Casino patrons or observe patrons at the time of gaming. Within Crown, the business units which form the first
line of defence include:

(a) Cage and Count.

(b) Table Games (dealers/croupiers and supervisors).
(0 Gaming Machines (attendants and supervisors).
(d) Surveillance.

(e) Security.

(f) VIP Gaming.

Under a modern risk management regime and under the structure envisaged under the FCCCP, these business
units “own" the risks which arise from their operations and, accordingly they are responsible to defend the
business from those risks in the first instance.

The employees in these business units are involved in exchanging cash for other value instruments (chips, TITOs
etc.), completing threshold reports for exchanges over $10,000, verifying patron identities (KYC processes),
observing patron gaming behaviour (both non-verbal and gaming patterns) and observing and tracking patron
activity within the Casino.

The information and reporting provided by first line of defence employees enables the AML and Compliance
and Surveillance teams to undertake investigations into patron behaviour, assess risks, comply with reporting
obligation to AUSTRAC and develop further processes and procedures to mitigate this behaviour.

Integrity and capability within First Line of defence

For the first LOD to be effective, it is critical the Casino employs low risk individuals and provides quality training
which will enable employees to understand their role in AML, the processes and rules which combine to create a
strong control environment, how they work and why they are important.

Recruitment

10.3.2

The following summarises the processes by which Crown screens prospective employees. We have focussed on
employees who are involved in delivering designated services and are required to hold a Casino Special
Employee Licence (CSEL) under the Casino Control Act.

122 We have used pre-COVID as a proxy for the period before the Bergin Inquiry and when Crown was operating with international clientele including junkets

80






MGN.0003.0001.0083

(b) 75% of respondents indicated the quality and quantity or training provided to them as good or
excellent.126

(©) The business unit which rated the training at the lowest level was Table Games: 24% of Table Games
respondents indicated that the AML training they received is average or poor.

104.6 Survey respondents were asked to indicate the format of the last AML/CTF training provided to them. 64% of
respondents indicated the last training they received was e-Learning with a test of knowledge; this was followed
by 16% of employees indicating they received face to face training lasting less than 30 minutes.

104.7 The following comments are from OTF employees in response to an invitation to provide a free text response in
relation to the AML training received and their knowledge of money laundering indicators.

No supervision, training can be easily passed by rapidly clicking ‘next’” without paying attention. This was
encouraged by staff to save time

The test is multi-choice and you just keep repeating it until you pass

The AML training offered by Crown just covers the basics. My knowledge of money laundering comes from my
own research rather the training offered by Crown.

In person training would be better and absorbed more easily.
Rely too much on e-learning. Same old program year after year.
We are given this training with many other information sessions and it is not given any importance

/ feel although I'm taught the signs and indicators of money laundering, it is difficult to determine whether it's
money laundering or they just have a lot of money. | feel like these people who money launders are smarter and
have more experience than to do these simple signs that we're taught in training.

What | consider suspicious, if my manager does not the matter goes no further. For instance | saw a man split
up very large amounts of cash between 3 people on the Gaming floor. | considered this suspicious but my manager
didn't and that was the end of the matter...

Focus Group comments regarding training

104.8 Section 13 includes the output from focus groups conducted involving a range of Crown OTF employees. The
groups were asked to comment on the training provided both before and after COVID-19. A summary of their
responses and some verbatim comments are included in Table 15.

104.9 It is our observation from the discussion that, in addition to any formal training (face to face or by elLearning),
the OTF employees are involved in considerable levels of on-the-job training.

10.4.10  We observe that the team based, yet highly structured, hierarchical manner in which the floor operates, with
layers of responsibility from dealers to pit supervisors to Assistant Casino Managers (ACMs) contributes to on
the job learning. Each level within the team has frequent requirements to involve or consult with the next level
which lends itself to sharing of information and knowledge.

10.4.11  In addition, from the discussions in the focus groups it appears that the frequent changes to policy and process
over the last nine months in addition to the changeable conditions due to COVID-19, has meant that more is
conveyed in regular team meetings or pre-shift “musters” during which employees are briefed and reminded of
the changes. Employee indicated to us that ML is raised at almost all such sessions.

126 OTF Survey: Section 3.5
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On the floor ML typologies and control framework

Review of ML typologies and Crown’s vulnerability

Crown commissioned a review by Promontory into its vulnerability to recognised ML typologies. Promontory completed its final report on 24 May 2021.7%8
Crown has included within the FCCCP a range of proposed additional controls to address the vulnerabilities identified, noting that some controls have already
been implemented between Promontory doing its fieldwork and the reporting date.

In Appendix C we have summarised in a table the vulnerabilities faced by Crown and noted the controls in place as identified by Promontory and information
gathered by us in the course of our work including review of policies, procedures and rules as well as interview and focus groups.

The residual weaknesses for each vulnerability, which indicates the need for additional controls, are set out in Table 16 together with the controls which Crown
proposes to implement according to pages 37 to 41 of the FCCCP paper presented to the Board'® on 24 May 2021.

In regard to the proposed timing, we refer to our general comments regarding the dependencies of the FCCCP, in particular in regard to technology upon
which the introduction of some of the proposed controls rely.

McGrathNicol has utilised money laundering typologies as identified within Financial Action Task Forces (FATF) report 'Vulnerabilities of Casinos and Gaming
Sector 2009’ within our review of Crown’s control weaknesses and control as identified by Promontory in their Vulnerability Assessment.

128 CRW.512.086.003
129 CRW.512.081.1786
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Surveys of Crown employees

Purpose

The capability, awareness, knowledge and attitude of the people in the first and second lines of defence are
critical to the success of an organisation’s AML/CTF program. In order to capture the views of a greater number
Crown employees, we undertook two independent surveys of a sample of employees in each of the following
categories:

(a) For Survey 1 - Employees in the first line of defence who hold a Casino Special Employee Licence
(CSEL);"*

(b) For Survey 2- Employees in roles related to the second line of defence from AML, legal, internal audit,
compliance, regulatory and risk assurance. In this regard we note that these employees are not
necessarily AML focussed as, at the time of the survey, the AML second line of defence had not been
developed into the structure now proposed under the FCCCP.

The objective of the surveys was to gain an understanding employees’ direct experience of money laundering
activity at the Casino, their understanding of AML controls and processes, the training they have received and
the culture as it pertains to tolerance of money laundering and AML compliance.

The surveys also provided Crown employees an opportunity to provide other information about their experience
at Crown in regard to AML/CTF which they wished to share.

Methodology

The survey questions were created by McGrathNicol and loaded into Qualtrics, a cloud-based provider of survey
software. The survey was issued by the provision of a link to a secure internet site to a sample of Crown
Melbourne employees.

To establish the sample, Crown provided McGrathNicol with a listing of Crown Melbourne employees in each
category together with the business unit in which they work and the hours worked during 2020 and 2021.

From the listing provided by Crown, McGrathNicol:
(a) Excluded any employees who had not worked hours in 2021;

(b) Excluded employees in business units which we considered would have little exposure to the activities
relevant to AML/CTF, including Marketing, Human Resources, Hotel Operations and Entertainment;

(c) Identified the remaining number of employees within each business unit to be surveyed;
(d) Determined the size of the sample for each business unit; and
(e) Selected the employees to be surveyed.

The survey was distributed on 25 May 2021. McGrathNicol sent the survey link to employees who had Crown
email addresses and Crown sent the survey link to the private email or text numbers for those employees who
did not have Crown addresses (approximately 60%).

Crown issued the survey under a statement from the CEO encouraging employee participation and ensuring
employees of anonymity. Employees were offered a range of ways to complete the survey including at Crown’s
offices or McGrathNicol's offices. A reminder email was sent to employees 3 days after it was issued.

The survey was initially open for 1 week, but after the Casino went into COVID-19 lockdown on 28 May 2021
the surveys were extended for a further week to 8 June 2020 by a notification which included a further message
of encouragement to complete the survey.

31 An CSEL is a licence issued by the VCGLR pursuant to the Casino Control Act 1991 and which must be held by anyone who has a role in the casino

managerial or decision making capacity with respect to casino operations and all those who are involved in conduct of gaming; handling of cash; handling of

chips; security and surveillance; gaming machine operation, repair or maintenance; supervision of these activities and any other activities as specified by the

VCGLR.
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12.2.7 Table 17 summarises the population and sample sizes for each survey as well as the number of respondents to
each survey. The response rates are sufficient to give the results of the survey a confidence level in excess of
90% such that the results may be interpreted as representative of the relevant population.?3?

Table 17

Survey profiles

Respondents Respondents

Sample as % as % of as % of
Survey Population Sample population Respondents sample population
1 Casino Special Licence holders
Cage and count 122 122 700%
Gaming machines 262 150 57%
Security & services 205 35 17%
Surveillance 71 71 700%
Table games 2,237 1,000 45%
VIP gaming 22 22 700%
2,919 1,400 48% 342 24% 12%
2 Other relevant employees
Finance 3 3 700%
Crown Limited 1 1 100%
Legal 6 6 700%
Legal & regulatory 38 38 700%
48 48 100% 39 81% 81%
Total 2,967 1,448 49% 381 26% 13%
12.3  Survey questions
12.3.1 The questions posed in the survey included multiple choice seeking a single response, multiple choice where all

that applied could be selected and free text. The majority of questions allowed for free text to be added to
explain the answer given.

12.3.2 In several areas, the questions were designed to derive an understanding of employee’s perception of changes
in the AML/CTF landscape. For this purpose, we used the terms "before COVID-19” and "now” so as to take
employees attention to times before the disruptions of COVID-19 and before the ILGA Inquiry was advanced.
This places "before” as being earlier than February/March 2019.

12.4  Survey results
1241 The detail of the results for survey 1 — CSL holders is in Appendix E.
124.2 The detail of the results of survey 2 — Second line of defence employees in Appendix F.

1243 The sections which follow provide the key findings from the surveys.

12.5  Survey findings — Experience of money laundering at Melbourne Casino

12.5.1 Within the surveys, respondents were asked a range of questions surrounding whether they believed money
laundering has occurred or is still occurring within Crown Casino.

12.5.2 Employees were asked ‘thinking back to the times before COVID-19, in your opinion, how likely is it that money
laundering activities were then being undertaken at Crown?’

(@  The following results were noted within the OTF survey:'33

132 Determined by use of the using the sample size calculator from the website of the Australian Bureau of Statistics

https://www.abs.gov.au/webs tedbs/d3310114.nsf/home/sample+size+calculator. 342 responses in survey 1 are sufficient to result in a 95% degree of

confidence that the results are representative of the population, 39 responses in Survey 2 are sufficient to results in a 92.5% degree of confidence.

133 OTF Survey: Section 2.3
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(i)  72% of respondents indicated that they believe it is likely that money laundering was occurring at
Crown prior to COVID-19.

(i) Breaking the responses down by business unit it was noted that 100% of surveillance respondents
believe money laundering was likely or extremely likely to have occurred prior to COVID-19 whilst
70% of VIP Gaming staff and 70% of Table Games staff believed money laundering was likely to
have occurred prior to COVID-19.

(iii) Breaking the responses down by employment tenure at Crown; 77% of employees who have worked
at Crown for 5 or more years believe that it is likely that money laundering was occurring prior to
COVID-19, whilst only 45% of employees who have worked at Crown between one and three years
believe it is likely that money laundering was occurring at Crown prior to COVID-19.

(b)  The following results were noted within the second line of defence survey:'34

(i)  81% of survey respondents indicated they believe it is likely or above that money laundering was
occurring at Crown prior to COVID-19. Breaking the results down by department, 100% of the AML
business unit indicated that it is likely or above that money laundering was occurring at Crown prior
to COVID-19.

1253 Employees were also asked to indicate whether ‘at the current time, how likely is it that money laundering is
occurring at Crown Melbourne?”’

(a) The following results were noted within the OTF survey:3°

(i)  In this instance, 50% of OTF employees indicated that they believed it was either unlikely or very
unlikely that money laundering was currently occurring at Crown.

(i)  Notably, 85% of surveillance staff indicated that they believe money laundering is currently occurring
at Crown. This was in contrast to 67% of VIP Gaming staff who responded that that it is unlikely that
money laundering is occurring at the current time.

(iii)  We suggest these contradictory responses are due to the cessation of junkets and minimal
international patrons due to COVID-19 travel bans. Further, it may be that Surveillance have a
stricter sense of what money laundering is and include small-time money laundering by black
economy small businesses whilst the VIP team think of it more as connected to organised crime.

(b)  The following results were noted within the second line of defence survey:'3¢

(i)  43% of second line survey respondents indicated it they believe it is either unlikely or extremely
unlikely that money laundering is occurring at Crown currently.

(i)  Notably 100% of the AML business unit still believe that money laundering is likely, highly likely, or
extremely likely to be occurring at Crown currently.

(c) The following sample of free text commentary was provided by second line of defence survey
respondents in relation to their opinion on whether money laundering is currently occurring at Crown:

It is impossible to completely eliminate the risk that customers are dealing with the proceeds of crime while
participating in gaming activity at any casino, just as it would be for traditional banking customers
interacting with the financial system. However, Crown is hardening the environment against these risks
through additional controls and monitoring, to reduce the impact and scale of these risks.

As a Casino operator, Crown is susceptible to Money laundering. Casinos are a common vehicle across the
world for criminals to clean their money and casinos have controls in place to mitigate that risks.

The Casino is vulnerable to ML. You cannot eliminate it however you can disrupt and deter such activity
through identification and mitigation. In fairness to the casino sector, it's my view that no one in the
financial sector such as banks could say ML is not occurring in their business.

134 Second Line Survey: Section 2.4
135 OTF Survey: Section 2.2

136 Second Line Survey: Section 2.3
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1254 Survey respondents were also asked to answer questions regarding their personal experiences at the Casino
regarding money laundering or suspicious behaviour. Employees were asked to respond to the following
guestion with either "Yes' or ‘No’ response. 7 have personally witnessed behaviour that was suspicious and may
have been indicative of money laundering at Crown Melbourne’.

(@  On-the-floor survey respondents provided following responses:'3’

(i)  Overall, 53% of respondents indicated that they have not personally witnessed behaviour that may
have been indicative of money laundering.

(ii) By business unit, 67% of Cage and Count staff and 69% of Surveillance staff indicated that they have
personally witnessed behaviour that may have been indicative of money laundering.

(iii) 54% of staff who have worked at Crown for over 5 years indicated they have witnessed behaviour
indicative of money laundering whilst 79% of staff who have worked at Crown between one and
three years indicated that they have not witnessed behaviour, which may have been indicative of
money laundering.

(b) Second line of defence survey responses provided the following responses:'3®

(i)  72% of respondents indicated they had not personally witnessed suspicious behaviour that may have
been indicative of money laundering and 20% indicated that they had witnessed such behaviour
prior to February 2021.

12.5.5 Employees who answered 'Yes' to witnessing behaviour indicative of money laundering were asked to provide a
comment of examples of the incidents they noticed.

(a) Below is a sample of on-the-floor survey comments:

Threshold transactions, Suspicious transactions just below the threshold, Large non-threshold transactions
with little or no play

! have observed just about every type of suspect transaction possible; structuring to avoid having to provide
ID, large transactions not commensurate with rated play, loan sharking, unknown sources of chips and cash.
They are usually reported by 3rd parties and investigated by my team.

Bill stuffing remote gaming terminals, Patrons presenting significant value of cash chips at the Cage without
corresponding gaming ratings, Patrons exchanging chips between each other, Large cash buy-ins with no
rated gaming

(b) Below is a sample of second line of defence survey comments:
Unexplained source of wealth; sending program winnings to a third party; large cash buy-ins, bags of cash

Given my role in the AML space | see activities through transaction monitoring of behaviour that is
suspicious, This includes structuring of transactions, gaming trends (changes to gaming patterns, increase
in average bet losses), gaming which is inconsistent with the customers known source of wealth, cash
transactions which are inconsistent with historic gaming patterns, transactions not supported by gaming
activity, transactions on a customers account which is inconsistent with gaming activities etc.

Potential attempted structuring behaviour
People buying in for multiple amounts below 10k in order to avoid a threshold transaction.

Individuals cashing in large amounts on TG and not playing - going straight to the cashier. Cashing 10k
and then removing some when asked for ID.

12.5.6 On-the-floor employees who noted that have witnessed behaviour indicative of money laundering not being
reported made the following comments as to why these may not have been reported:

Too much hassle for Area Managers and not enough support from their superiors, who have an interest in
permitting that behaviour

137 OTF Survey: Section 5.6

138 Second Line Survey: Section 2.6
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Reporting is done by frontline workers as is required. Those reports have then been ignored at higher
levels.

The manager or managers think is not necessary because under $10k payout.

Suspicious behaviour prior to January 2027 was not reported. Since the training in January of this year,
suspicious behaviour seems to be reported.

12.6  Survey findings — AML/CTF training and awareness

12.6.1 Survey respondents were asked a range of questions surrounding the type of AML training they receive at
Crown, the frequency of this training, the quality of the training and questions aimed to understand staff's
confidence in their knowledge about a range of money laundering issues.

12.6.2 OTF employees were asked ‘how often have you had training in AML/CTF matters?"'%°
(a) 63% of respondents indicated they receive AML training annually.

12.6.3 Second line of defence employees were asked ‘how often have you had training in AML/CTF matters?’7%0
(a) 42% of responses indicated they receive AML training annually.

12.6.4 Employees were asked ‘how would you rate the quality and quantity of the AML training provided to you by
Crown?’Respondents could answer either excellent, good, average, poor or other.

(a) OTF survey employees indicated the following:4!

(i)  75% of respondents indicated the quality and quantity or training provided to them as good or
excellent.

(i)  The business unit which rated the training at the lowest level was Table Games. 24% of Table Games
respondents indicated that the AML training they received is average or poor.

(iii) 26% of employees who have worked at Crown for over five years indicated the AML training they
receive is average, poor or other. This is compared to employees who have worked at Crown
between one and three years; 21% of employees indicated the training was average and 0%
indicated the training was poor.

(b)  Second line of defence survey employees indicated the following:4
(i)  92% of survey respondents indicated the training they received was either good or excellent.

(i) The difference in responses between the OTF and second line population suggest an ongoing
challenge in maintaining knowledge and awareness within the first line of defence.

12.6.5 Survey respondents were asked to indicate the format of the last AML/CTF training provided to them.

(a) 64% of respondents indicated the last training they received was e-Learning with a test of knowledge;
this was followed by 16% of employees indicating they received face to face training lasting less than 30
minutes.

12.6.6 Survey respondents were provided the opportunity to add commentary surrounding the AML training received
and knowledge of money laundering indicators. Below is a sample of comments provided by OTF employees:

No supervision, training can be easily passed by rapidly clicking ‘next’ without paying attention. This was
encouraged by staff to save time

The test is multi-choice and you just keep repeating it until you pass

The AML training offered by Crown just covers the basics. My knowledge of money laundering comes
from my own research rather the training offered by Crown.

139 OTF Survey: Section 3.4
140 Second Line Survey: Section 3.4
41 OTF Survey: Section 3.5

142 Second Line Survey: Section 3.5
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In person training would be better and absorbed more easily.
Rely too much on e-learning. Same old program year after year.
We are given this training with many other information sessions and it is not given any importance

! feel although I'm taught the signs and indicators of money laundering, it is difficult to determine
whether it's money laundering or they just have a lot of money. | feel like these people who money
launders are smarter and have more experience than to do these simple signs that we're taught in
training.

What | consider suspicious, if my manager does not, the matter goes no further. For instance, | saw a
man split up very large amounts of cash between 3 people on the Gaming floor. | considered this
suspicious but my manager didn't and that was the end of the matter

The survey results combined with the comments provided indicate an emphasis of quantity over quality of
training.

Survey findings - Culture and resources

Within the survey provided to Crown employees a number of questions were asked regarding Crown’s culture in
relation to money laundering, management support regarding detection and reporting, staff encouragement to
report, pressures that face staff from customers or management and staff observations of Crown’s culture.

Staff were asked to indicate whether they ‘are encouraged to report any unusual or suspicious behaviour or
transactions which may indicate money laundering’. Respondents were given the ability to select answers
ranging from Strongly Agree to Strongly Disagree.

(@ A sample of OTF comments are provided below:'43

(i)  Overall, 87% of OTF employees indicated that they agree or strongly agree that they are encouraged
to report suspicious behaviour.

(i) 100% of Cage and Count, Gaming Machines and Security agreed or strongly agreed with this
question.

(iii) Table Games respondents were the only business unit to disagree with this question with 8% of
respondents indicating they either disagree or strongly disagree with this question and 13% neither
agreeing nor disagreeing with the question.

(b) Second line of defence employees provided the following responses to this survey question:™#4

(i)  92% of respondents indicated they either agreed or strongly agreed regarding being encouraged by
managers to report suspicious behaviour with 8% of respondents indicating they neither agree nor
disagree.

Survey respondents were asked about Crowns treatment of VIP Customers. Specifically, respondents were asked
to agree or disagree with the following statement: VIP customers are treated just the same as the non-VIP
customers when it comes to how they are observed and reported at the Casino.” ™

(a) 39% of respondents either agreed or strongly agreed that VIP customers were treated the same as non-
VIP customers, whereas 61% of respondents either disagreed, strongly disagreed or neither agreed nor
disagreed.

(b) 62% of surveillance respondents and 55% of security respondents indicated they either disagreed or
strongly disagreed that VIP customers are treated the same as non-VIP customers when it comes to
observation and reporting.

() Respondents were given the opportunity to provide an explanation or comment on their answer to this
guestion. Below are a sample of free text comments provided by OTF survey respondents:

143 OTF Survey: Section 4.1

144 Second Line Survey: Section 4.1

145 OTF Survey: Section 5.3
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Absolutely not VIP players are allowed to become intoxicated, assault staff, have sex in toilets, verbally
abuse staff spit at (or near) staff, and do dodgy transactions as a matter of routine in VIP areas.

They pretty much have the run of the place, for instance | once had a VIP patron claim a losing bet was a
colour change and her money was refunded, that wouldn't happen on the main floor

VIPs are treated differently, they are VIPs.

VIP customers are frequently treated in a preferential manner to non-VIP customers
Vip customers get a completely different treatment momey talks

They get better treatment and dealers to there liking

VIP customers are given whatever they want whenever they want. Crown probably dont want to keep VIP's
waiting so corners do get cut.

They are allowed special privileges. We are asked to bend SOP s when dealing with high values customers..

There is a very clear distinction between VVIP customers and main Gaming floor customers. My
understanding of VVIP is there is greater leniency with those customers and what they are able to do.

Please ... it's a Casino. They are what pays the bills so they are given more rein

In the past | would answer this question as Disagree as there were things that VIP customers did that were
not reported. But now with the changes made / focus on compliance and reporting there is no
differentiation. In fact | believe that the VIP customers will now come under more scrutiny and subjected
to more reporting than a non- VIP.

The free text responses provided to this question indicate that VIP and VVIP have been afforded leniency,
although one respondent was of the view that this had changed and such leniency will not continue. This
suggests that Crown faces a significant challenge in re-calibrating employees’ understanding of what will and
won't be tolerated.

Survey findings — Changes in AML/CTF controls and focus

Within the second line of defence survey respondents were asked whether ‘they believe that Crown takes its role
in detecting and reporting AML/CTF activity very seriously’ 4

(a) Overall, 67% of respondents indicated that 'Yes Crown always has’and 33% of respondents indicated that
'Yes it [Crown] does now".

(b) Notably within the AML business unit 57% of respondents answered 'Yes — /it does now.

(c) A sample of comments free text comments made by the second line provided below. Free text
commentary surrounding the above question included the following:

The importance of AML/CTF has been steadily increasing over the past 3-4 years
! have noticed an uplift since appox. 2017

Based on my visibility of the culture | believe the detecting and reporting was always taken seriously
however prior to ILGA and the associated adverse media there was little awareness of what constituted a
strong AML compliance action.

Overall the responses indicate a current view that Crown presently takes its role in detecting and reporting
ML/TF activity very seriously, two thirds of respondents are of the view that this has always been the case with
the balance being of the view that getting to this state has been a more recent development; those that date
the change place it back to before the Bergin Inquiry.

Within the second line of defence survey respondents were asked about the capability and diligence of the first
line of defence over the past 3 months as compared to the period prior to COVID-19.747

146 Second Line Survey: Section 5.9

147 Second Line Survey: Section 5.4
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Overall, 67% of respondents indicated they believe the capability and diligence has improved
substantially.

Notably, 100% of AML business unit respondents believe the first line of defence capability and diligence
has improved substantially.

Survey respondents were asked to provide commentary regarding:

(a)

(b)
(o]

the level of activity at Crown pre and post COVID-19 including indications of money laundering or
suspicious behaviour;

what more Crown could be doing to deter, detect or report money laundering; and

any other comments they would wish to convey to the commission in relation to financial crime at Crown.

A sample of comments made by the second line survey respondents is provided below:

The difference is night and day. Previously we were very good at reporting, but rarely investigated the source of
funds. We have since created whole teams of industry experts who's only job is to investigate our patrons source
of wealth/funds.

Staff & management are trained to be more alert

It seems that international “VVIP” players are the epicentre of money laundering. As this has been severely
curtailed by the pandemic it seems to have slowed down.

There have been many changes made in regards to sending money to Crown bank accounts that have made
"potential” laundering much more difficult if that is our patron’s intentions.

This also applies to cash presented at Crown.

Both of these changes have made it much less likely that laundering is occurring.

staff (particularly in Table Games) have been much more proactive in reporting suspicious activity. It's hard to tell
if the volume of suspicious activity is higher or just how often it's being reported

There is a lot more reporting now. Staff are also reporting on a larger variety of indicators. It is clearly becoming
a greater focus across the business.

Crown has been very vigilant since coming back post covid and are very determined to keep the Casino clean and
free of money laundering to the best of their abilities.

In regard to what more could be done to improve detection, deterrence and reporting of ML a sample of
comments from OTF and second line respondents is provided in Table 18 below:
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McGrathNicol makes the following observations in relation to the survey results obtained from both the OTF
employees and second line of defence employees:

(a) Consensus amongst most survey respondents was that money laundering cannot be completely
eliminated within the casino, but the newly implemented controls and planned controls will detect more
of this behaviour.

(b) Employees noted a significant shift in culture and emphasis on AML/CTF over the past 4 years and Crown
are now actively implementing processes, procedures, policies, improving training, implementing
technology solutions and increasing resources in order to strengthen their AML program.

(c) Employees agreed they believe money laundering was occurring at Crown prior to COVID-19 and it is less
likely to be occurring at the current time.

(d) The majority of employees noted they feel supported and encouraged by managers to report suspicious
behaviour which may be indicative of money laundering.
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Focus Groups

Purpose

In addition to the surveys addressed in section 12, McGrathNicol facilitated some focus groups in order to gain
insight as to how AML/CTF controls and processes operate in reality and to discuss potential money laundering
scenarios and how they play out in Melbourne Casino. Focus groups were held with two groups of employees:

(a) OTF — Two focus groups were conducted each with a different group of employees including
representatives from Cage, Security, Surveillance, Table Games, EGMs and VIP Services.

(b) Employees from AML, legal, internal audit, compliance, regulatory and risk assurance (2LD).

Details of the focus groups are shown in Table 20.

Table 20
Details of Focus Groups

No of
Group participants Time held Date held Duration
OTF - Group 1 7 9.15am Wednesday, 23 June 2021 3.0 hours
OTF Group 2 8 2.00pm Wednesday, 23 June 2021 3.0 hours
2LD 9 2.00pm Thursday, 24 June 2021 2.5 hours
Methodology

From a list of employees provided by Crown, McGrathNicol identified the roles which it wished to have
represented at each of the OTF and 2LD focus groups and identified nine preferred attendees for each focus
group. Because participation was voluntary, Crown was provided with a list of acceptable substitutes for each
identified participant so that each focus group would have sufficient numbers and would have appropriate
representation of roles.

McGrathNicol provided Crown with a draft invitation to potential participants and Crown contacted the
employees to seek their involvement. Key aspects of the focus groups were that:

a) Attendance was voluntary.

(b) Participants were assured that any reporting of the focus group would be on basis that did not allow for
their identification.

() Each focus group was recorded sole to assist with accuracy of reporting of what was said.
(d) Each focus group was observed by a representative form Allens, acting for Crown.

(e) Participants were provided with alternative means of contacting McGrathNicol should they wish to make a
contribution on a more confidential basis.

Each focus session involved two parts:

(@) Open discussion prompted by a range of questions concerning Crown operation, environment, culture
and AML processes and controls; and

(b) Discussion of a number of prepared scenarios involving common money laundering typologies. Across
the two OTF focus groups 11 scenarios were discussed and the 2LD focus group extended 5 of these
scenarios by identifying what would have occurred from their perspective.

Focus group themes and observations
Appendix G comprises reports of the themes covered in the focus groups including:
@) Observations of Previous State;

(b) Observation of Current State;
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(d) How would you [participants] respond in reality?
(e) Is the response any different to how Crown would have responded three years go?

Eleven scenarios were presented to the On-the-floor focus groups, five of these scenarios were also presented to
the AML/Compliance focus group. The scenarios covered a number of different money laundering typologies
which hypothetically could occur within a casino. The typologies were identified from reports such as ‘FATF
Vulnerabilities of Casinos and Gaming Sector’ and Crown's red flag indicator documentation.

Focus group participants generally agreed that the scenarios presented were reflective of situations that could
occur or have occurred within Crown casino. Overall, focus group participants understood what was happening
in each scenario and identified the money laundering typology that was occurring.

Focus group participants showed an awareness of the controls in place which would aid in either deterring the
behaviour from taking place or aid Crown staff in detecting this behaviour. Focus group participants were able
to communicate their reporting obligations in each scenario when it was required.

Specific controls in place identified by focus group participants included the following:
(@) Transaction threshold reports (TTR);

(b) Source of Funds Policy (SOF) and transaction limits;

(c) Surveillance ability to identify whether gaming activity took place;

(d) Patron identification (PID) files created where a patron does not have a Crown Rewards card;
(e) TRT cash thresholds;

f) EGM cash thresholds;

(9) EGM transaction history;

(h) Use of UARs;

(i) Crown rewards card rated play records; and

) KYC identification requirements and controls at the Cage.

Appendix H details all scenarios covered within each focus group and McGrathNicol's observations in relation to
each scenario.
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